AMCI R-A (11-2a) 29 Sept enber 2000

MEMORANDUM FOR HONORABLE LOUI' S E. CALDERA, SECRETARY OF THE
ARMY, 101 ARMY PENTAGON, WASHI NGTON, DC
20310-0101

SUBJECT: FY 00 Annual Statenent of Assurance on Managenent
Controls

1. In conpliance with the provisions of Arny Regul ation
11-2, Managenent Controls, | have reasonabl e assurance that

t he managenent controls within the U S. Arny Materiel Command
(AMC) are operating as intended except for the materi al
weaknesses reported at TAB B.

2. | base this statenent on the command’ s managenent contro
process, which includes an attestation from each Assessabl e
Unit Manager in the headquarters and the heads of AMC s maj or
subordi nate conmands and activities. The process al so

i ncludes a review of audits, inspections, managenent control
revi ews, application of existing managenment control
checklists and other verification procedures to ensure that
controls are adequate, in place, and working.

3. The follow ng are the mandatory encl osures for this
statenent:

a. TAB A - How our assessnment was conducted AMC-w de.
(Encl 1).

b. TAB B - Current status of previously reported
mat eri al weaknesses (Encl 2).

4. AMC -- Your Readiness Command . . . Serving Sol diers
Proudl y!
/sl
2 Encls JOHN G. COBURN
as General , USA

Commandi ng



ASSESSMENT OF THE AMC-WIDE
MANAGEMENT CONTROL PROCESS



TAB A

ARMY MATERIEL COMMAND’'SFY 00 ASSESSMENT: OUR DETERMINATION OF
RESONABLE ASSURANCE ISBASED ON DAILY MANAGEMENT ACTIONS THAT
MANAGEMENT CONTROLS ARE IN PLACE AND OPERATING ASINTENDED. THE
FOLLOWING ISA BREAKOUT OF THE ACTIONS TAKEN BY ALL IN SUPPORT OF THE
THREE MANDATORY REPORTING AREAS

LEADERSHIP EMPHAS S

1. AMC Chief of Staff held adiscussion on the importance of reporting new materia weaknessesin
Command Group Staff meetings.

2. Memorandum, sgned by the AMC Chief of Staff, subject: U.S. Army Materid Command
Management Control Administrator Training Requirements, 21 Dec 99.

3. Internal Review and Audit Compliance Office conducted one Quality Assurance Vist to amgjor
subordinate command (CECOM).

4. Memorandum, signed by the Chief, Internd Review and Audit Compliance, subject: Review of the
Management Control Process. The purpose of the memorandum was to notify senior management
officias (Assessable Unit Managers) that ateam from Interna Review and Audit Compliance would be
conducting a management review of their unit’'s management control process. Results of the reviews
were provided to the Senior Responsible Officid at HQ, AMC and the U.S. Army Audit Agency.
Overdl we found controls were in place and operating.

HQ, AMC ASSESSABLE UNIT MANAGERS:

1. The Deputy Chief of Staff for Ammunition:  The importance of internad management controlsis
regularly discussed in staff meetings with senior personnd.  The DCS and senior functional managers
took noteworthy actions to establishvingtitute proper management controls and to make employees
aware of the requirement to report materia wesknesses. Requested input from all employeeson
scheduling management control evauations and potentia new materia wesknesses.

2. The Assgtant Deputy Chief of Staff for Chemica & Biologica Métters.

a. Chemicd Surety Process Action Committees AMCCB provides management support and
control of the Chemical Surety Program through the Chemical Surety Process Action Committee
(CHEMSURETY PAC) members. This committee provides a mechanism to foster continuous
improvements in Chemica Surety Operations throughout AMC by identifying problems, issues and
solutions. Currently, the committee has completed the find draft stages of rewriting Army Regulation
50-6 (Chemicd Surety) to ensure AMC isusing the latest developmentsin technology, safety, surety,



threat, and risk reductions. The updated policy will enhance surety effectiveness and reduce the cogts
associated with security.

LEADERSHIP EMPHASIS (CONTINUED):

b. Chemica Agent Safety and Hedlth Process Action Committeee AMCCB continues to work with
the Chemicd Agent Safety and Health Process Action Committee (CASHPAC) members on chemica
agent safety and hedlth issues throughout AMC.

c. Provided specid emphasis on the importance of management controls during daily operations
(time card management, travel reimbursements, supply requisitions, equipment inventory, and security
awareness.

d. Implemented management initiatives (Chemica Surety Database and TCM SE2) to enhance
management control and improve efficiency and effectiveness of chemica operations.

e. The AUM developed a Chemica Event Report notification procedure to ensure the AMC
Command Group is notified immediately of dl chemica events. AMCCB personnd work closdy with
the AMC Operations Center to ensure reports are followed up and ultimately closed using proper
procedures.

3. The Command Chaplain placed command emphasis on compliance of Army Regulations that have
adirect impact on the operations of the Commander’s Master Rdligious Programs within the
Command. Soldier and Family Pastord Care and the Religious Education Programs were cited in dl
ingpections. The Director of Personndl, Training and Operations, working with the AMC NCOIC has
been tasked to develop an in-depth Command Inspection Checklist. Checklist isto be utilized in the
ingpections of MSC Unit Ministry Teams (UMTS) within the command. MSC NCOIC was directed
to utilize checkligt for ingpections of subordinate UMTs. The Annud Statement is a collective effort of
findings by this office.

4. The Command Counsdl and his deputies conducted staff reviews of thirteen AMC legd officesto
ensure accomplishment of the legal mission by providing direct assstance to the MSCs and helping
them resolve organizational, management and technical legd issues.

5. The Deputy Chief of Staff for Corporate Information:

a Hosted quarterly, CG directed, CIO Summit Meetings. These meetings will provide a series of
information briefings outlining mgjor AMC progress toward compliance with the ISA/COE and
Information Technology (IT) program to accomplish interface with the AMC mission.

b. Conducted periodic in-process reviews on the status of Change of Century (Y 2K) efforts within
AMC. Participated in DA and DOD end-to-end testing of impacted systems. Each mgor Y 2K



milestone passed without Sgnificant incident.  AMC successfully met the Y 2K challenge and continues
to provide outstanding service and support to its customers.

LEADERSHIP EMPHAS S (CONTINUED):

c. Issued apolicy memorandum, Implementation of a Command-Wide Common Operating
Environment (COE). Implementation of this document supported the AMC community’s migration to
the AMC Information Systems Architecture (1ISA) and defined the information systems environment in
which AMC would operate.

6. The Deputy Chief of Staff for Ingtdlations reporting on environmenta stewardship at the monthly
Executive Steering Committee, chaired by the AMC Commanding Generd. Holding monthly
Environmenta Quality Council meetings with MSC environmenta staff, and quarterly Environmenta
Management Advisory Group meetings with the AMC Chief of Staff and DCS principds.

7. The Deputy Chief of Staff for Intelligence:

a Heightened awareness of and forma responsibility for the adequacy of management controls
was stressed to dl ITSA personne by the Director, ITSA and the Deputy Chief of Staff for
Intelligence (AUM).

b. The Director, ITSA directed the development and maintenance of an Individua Management
Control Plan.

8. The Deputy Chief of Staff for Personnel was reorganized during the last year, in large part to
emphasize their commitment to customer service by creating the Field Support Divison. Since that
time there has been a clear focus on field assstance vists to our MSC and ingtallation offices. The
reorganization dso signaed the formation of a Program Evauation Team enabling the Deputy Chief of
Staff for Personnd to detect and solve problems before there are any materia weaknesses. The
MWR& FS was a proactive leader in the establishment of the NAF Financid Services Advisory Users
Group. Thisgroup discusses areas of mutual interest, explores ways to increase efficiency, decrease
cogts, and enhance qudity of service.

9. The Deputy Chief of Staff for Research, Development and Acquisition has undertaken severd
initigtives to improve internal management controls. Emphasi's has been placed on interna control
sandards as they relate to employee annua performance ratings. Specia attention has been placed on
the Audit Resolution and Compliance Standard. This has been done to ensure effective controls are in
place and working.

10. The Deputy Chief of Staff for Resource Management exceeds the minimum requirement for
assessable unit managers to have an explicit statement of management controls in their performance



sandards by extending the requirement to division chiefs, the ADCSRM and the Executive Officer.
Performance agreements are reviewed annudly to be sure they contain the required statement.

LEADERSHIP EMPHAS S (CONTINUED):

11. The Command Surgeon directed and supervised the revalidation of the Office of the Surgeon’s
five-year Management Control Plan.

12. Safety Office:

a The AMC Radiation Policy Action Committee (RADPAC) is currently trying to further enhance
the gpplicability of the Radioactive Commodity Checkligt.

b. The AMC Radiation Safety Council, an advisory body for the commander, which has the task
of reviewing the AMC radiation safety program and recommending changes and/or improvements. In
FY 00, the Council continued to monitor the improvement of the AMC and Army Radiation Safety
Program.

MANAGEMENT CONTROL TRAINING:

HQ, AMC Management Control Administrator:

1. Didributed a new training package dectronicaly and placed it on the AMC Home Page for use by
al Management Control Adminigtrators and managers— Overview of the AM C-wide Management
Control Process.

2. Created anew link to the revised GAO Standards on the AMC Home Page.

3. Traned two new MSC/SRA MCAs—informa overview of the AMC-wide process.

4. Created anew training package directed at Assessable Unit Managers. Used it thisyear to train
four new HQ, AMC Assessable Unit Mangers. Plan to put it on the AMC Home Page.

5. Provided agroup training sesson for eght managers within DCSPER on developing individud
management control plans and testing controls.

6. Provided an dectronic copy of the new training requirement memo, signed by the AMC Chief of
Staff to dl MSC/SRA MCAs. Provided USDA class dates and encouraged MCAs to attend this
class and the HQDA Training Symposium.



MANAGEMENT CONTROL TRAINING (CONTINUED):

HQ, AMC Management Control Administrator:
7. Breskout for management control training AMC-wide:

Totd personnel trained: 3,023.

Total received formd training: 1,713

Tota received informd training (informa briefings, guides, and videos): 1,264
Total USDA externd courses. 42

Tota attended HQDA MC Training Symposum: 4

HQ, AMC ASSESSABLE UNIT MANAGERS:

1. Deputy Chief of Staff for Ammunition provided new employees desk side briefings on the
management control process. They were given the opportunity to view the ingructiona video
“Management Controls: A Roadmap to Stewardship.”

2. The Assgant Deputy Chief of Staff for Chemica Biologica Matters (Assessable Unit Manager)
and one manager have been provided refresher training on the AMC Management Control Process.

3. The Command Chaplain:
a UMTsviewed the video “Management Controls. A Roadmap to Stewardship.”

b. Individuas responsible for conducting and reporting back on findings have received extensve
training and experience in Management Controls.

c. Officersand NCOICsin the senior grades (COL, LTC, SFC, MSG) received training on
Management Control process and Supervisory Skills at the Annud AMC UMT Training Conference.

d. At home gations, personne received additiona training in Management Control, aswell as
VTCs, and desk side briefings.



4. The Command Counsdl conducted two Chief Counsel Workshops and seven Chief Counsdl
videoconferences to discuss current legal issues and to discuss any materia weaknesses they may
have. No materid wesknesses resulted from this training.

MANAGEMENT CONTROL TRAINING (CONTINUED):

HQ, AMC ASSESSABLE UNIT MANAGERS:

5. The Deputy Chief of Staff for Corporate Information (Assessable Unit Manger), one manager and
anew MC Point of Contact received forma training on the AMC Management Control Process. Five
Management Control Divison POCs were provided guidance, documentation, and assstancein
developing feeder statements and the management control process by the DCSCI management control
POC.

6. The Deputy Chief of Staff for Ingtdlations (new Assessable Unit Manager) received informal
briefings and materids about the management control processin Jul 00 from the MC POC. Hosted
annuad training workshops for Mgor Subordinate Command and ingtalation personnel.

7. Inspector Generd:

a The AMC IG conducted quarterly Information Sharing/Professona Development sessonswith
al IG Activity employees. Management Control training was conducted at the October 1999 session.
This topic was aso addressed with the MSC IGs at the November 1999 quarterly VTC.

b. An Internd Management Control Program training handbook has been developed to refresh
seasoned managers and atune new managers to their management control respongbilities. The
information was provided by the HQ, AMC Management Control Administrator and was distributed
to AMC |G managersand to field 1 Gs.

c. Inorder to enhance personnd capabilities, we developed a concept to allow for cross training of
ingpections, investigations/inquiries and assstance duties within our organization and fidld IGs. This
effort is beneficid to dl involved. The importance of identifying management control issues, especidly
during ingpections, will be emphasized as a part of thisinitiative.

8. The Deputy Chief of Staff for Personnd (Assessable Unit Manager), one manager and one new
MC POC received formd training on the AMC Management Control Process. Eight divison
managers received informd training on how to develop individua management control plans and test
controls and creeting dternative evauation processes.



9. The Deputy Chief of Staff for Research, Development and Acquisition (Assessable Unit Manager),
one manager and one MC POC received formd training on the AMC Management Control Process.

MANAGEMENT CONTROL TRAINING (CONTINUED):

HQ, AMC ASSESSABLE UNIT MANAGERS:
10. Office of the Surgeon:

a The Assessable Unit Manager designated a new Management Control POC. The new POC
recelved atrangtion briefing from the prior POC.

b. The new MC POC received an overview of the AMC Management Control Process from HQ,
AMC MCA and has reviewed training materias available on the AMC Home Pege.

c. Newly assigned personnel assigned to the Office of the Surgeon have been provided desk sde
training to include: The purpose and requirements of the Office of the Surgeon’s management control
plan and the use of management control evauations.

11. The Deputy Chief of Staff for Resource Management:

a The MC POC provided the DCSRM supervisors copies of the revised GAO Standards and an
overview of the ODCSRM management control process to two new DCSRM divison chiefs as
refresher training.

b. The ODCSRM resurrected and revised the AMC Executive Training Guide for Financia
Management. Thisisacomprehensve manua on financia management processes peculiar to AMC.
This publication is designed as a primer and desk Sde reference primarily for AMC executives and
action officers who are unfamiliar with financid management. This 100-page manud describes dl the
principa appropriations and funds managed by AMC. It addresses management’ s responsibilities
regarding the adminigtrative control of funds, management contrals, interna review and audit
compliance, cost and economic analys's, and the automated accounting systems.

12. Safety Office:
a The Assessable Unit Manager understands the GAO Standards and how to apply them in daily

operations. He ensured operating functional managers understood their responghbilities for using
management control evauations for day-to-day guidance.



b. Throughout the year, Management Control POC and safety office personnd obtained current
management control process information from the HQ, AMC Management Control Adminigtrator as

necessary.

EXECUTION:

HQ, AMC Internal Review performed fourteen internd review audits and verified three prior year
material weaknesses for correction. Two were provided to HQDA in the
FY 99 Annua Statement and one was monitored a the HQ, AMC levd.

Audit Liaison & Management Controls Team Leader and HQ, AMC Management Control
Adminigrator conducted two dternative management reviews of the DCSRDA and DCSPER
management control processes. Conducted an entrance briefing with Assessable Unit Managersto
discuss the review and provide an overview of the current AMC Management Control Process.
Provided a memorandum for record, containing the results of the reviews, to the Senior Responsible
Officid & HQ, AMC.

Chief, Internd Review and Audit Compliance, HQ, AMC Management Control Administrator and
U.S. Army Audit Agency (AAA) held an entrance conference for the review of the AMC-wide
Management Control Process. During the initial meeting, objectives for the review were discussed.
The HQ, AMC MCA provided details about the review to subordinate MCAs.  Asof this date, the
AAA review has not been completed.

HQ, MANAGEMENT CONTROL ADMINISTRATOR:

1. Didtributed al guidance, potentid materiad weakness information and other pertinent information on
the AM C-wide management control process in atimely manner through eectronic mail. Thisalows
subordinate MCAs more time to work on actions.

2. Recalved feeder statement from Magjor Subordinate Commanders, Separate Reporting Activities
and HQ, AMC Assessable Unit Managers on the status of their Management Control Processes.
Recelved twelve new potentia material weaknesses. These were staffed with the gppropriate
functiona managers within HQ, AMC — none resulted in new materia wesknesses. Also, provided
during the year various new subject areas for consderation as new materia weaknesses.

3. Created anew dternative evauation process for reviewing HQ, AMC Assessable Unit Managers
management control processes. Used as part of IRAC's Management Control Plan for oversight.



4. Egablished new linksto HQDA guidance, publications page, training materias and other important
information related to management controls.

5. Created adirectory on the R: drive to provide HQ, AMC Assessable Unit Managers, MC POCs

and al managers faster feedback on the Management Control Plan, AMC Annua Statement, and
AMC-level materia weaknesses.

EXECUTION (CONTINUED):

HQ, MANAGEMENT CONTROL ADMINISTRATOR:

6. Stopped publishing hard copy of AMC inventory of HQDA key controls. Created alink on the
AMC Home Page to the HQDA inventory for use AMC-wide. Revised the other management
control information on the AMC Home Pege.

7. Tasked the HQ, AMC Assessable Unit Managers to develop individual Management Control Plans
using the automated HQDA inventory file. Provided specid assstance to various Assessable Unit
Mangers, MC POCs and other managersin order to improve documentation of testing of controls and
cresting aternative evaluation processes.

HQ, AMC ASSESSABLE UNIT MANGERS:

1. Deputy Chief of Staff for Ammunition:

a A review was conducted to insure that an explicit satement was included in performance
agreements for dl positions with management control responsibilities.

b. Specidized assstance was provided to managers in developing and reviewing management
control evaluations and identifying potentia new materia weaknesses.

c. Close coordination is maintained with Internd Review and Audit Compliance Office to ensure the
DCS for Ammunition management control program meets expected requirements.

2. Assstant Deputy Chief of Staff for Chemica/Biologica Matters:
a. The AUM implemented various operations/resource reviews of al potentia problem aress.
b. While we did not discover any material weaknesses for FY 00 in the DA published key control

areas, we plan to conduct a diadogue with HQDA to review them with the intent of expanding key
controls to include Chemica Defense Equipment (CDE) readiness.



c. We continue to review dl audits and Ingpector Generd (IG) findings that impact the chemical
and biologica misson area. Wework closaly with other AMC staff eements to ensure proper actions
and recommendations are provided to correct deficiencies noted.

EXECUTION (CONTINUED):

HQ, AMC ASSESSABLE UNIT MANGERS:

3. The Command Chaplain: A team of experts was assembled quarterly for the procurement and
acquisition of chaplaincy items. The Team is comprised of representatives from various Mgor
Commands, Air Force, Navy and Marines. Ideas and inputs were brought before the board, and
recommendations submitted to the Chief of Chaplainsfor his gpprova. We began with the Annua
AMC UMT Training Conference, followed by monthly progress reviews and ending with the
Command Ingpection. The emphasis of reporting was accomplished through consolidating the findings
and out-briefsto MSC NCOIC.

4. The Command Counsd:

a Desgned the Command Legd Program for 1999-2000 to generate many substantid initiatives
in preventive law, contact law, environmentd law, intellectud property law, labor and employment law,
ethics and fiscal law and standards of conduct for the benefit of AMC and to provide an opportunity
for the professiona development of our legd counsd. These initiatives have been successfully
executed throughout AMC, sgnificantly contributing to AMC mission accomplishment.

b. Designed atwo-hour block of ingtruction and led a pand of legd expertsin the presentation of
“Contractor Employeesin the Federa Workforce: Confronting the Challenge’ which was presented
a DOD Ethics Training Programs, to the 250 attorneys participating in the Army Judge Advocate
Generd’ s Contract Law Symposium and to SESs and Genera Officers participating in the Defense
Systems Management College, Systems Acquisition Management Course. | directed the devel opment
of an AMC-wide program of ingtruction entitled “The Use and Misuse of Government Resources.”
The training materids were published and distributed to dl AMC Ethics Counselswho in turn
ingtructed more than 15,000 AMC personnel this year providing ethics guidance-related issues
involving use of Government computers and the internet.

c. | conducted atwo-day Management Offsite, aworkshop for the Supervisors to focus on the
Command Legd Program, develop and assess the execution of office initiatives.



5. The Deputy Chief of Staff for Corporate Information:

a Our five-year management control plan was revaidated and revised by the DCSCI MC POC.
Thiswas done to determine functiona responsbilities within each divison. All managers were made
aware of available evdluations. The new MCP was used in FY 00 as part of the DCSCI oversight
process by completing more evaluations than were scheduled or required.

EXECUTION (CONTINUED):

HQ, AMC ASSESSABLE UNIT MANGERS:

b. DCSCI MC POC provided guidance on conducting and documenting management control
evauations to each divison.

c. DCSCI MC POC provided an explicit statement of responsibility that is required by
AR 11-2 to be added to the AUMs performance agreement. A smilar statement has been provided
to the ADCS and divison managers to be included in their performance agreements.
6. The Deputy Chief of Staff for Ingdlations:

a Utilizing the Deputy Chief of Staff for Ingtdlations bulletin to digtribute information to field
activities, and to recognize people for good work.

b. Performed red estate management ass stance vigts to familiarize ingalation personnel with al
aspects of red estate management.

c¢. Conducting internd audits of environmenta program compliance at ingtdlations.
d. Continuing actions to manage the AMC' s Family Housing Program to include:
(1) Utilizing Housing Internd Review Checkligs.

(2 Reviewing ingdlation housing utilization reports.

(3) Reviewing ingdlation housing requirements, Generd/Flag Officers cost reports, six year work
plans.

(4) Panning, programming, and executing the AMC Family Housing Budget.

(5 Conducting annud ingdlation housng g&ff vists.



7. Inspector Generd:

a Quarterly VTCswere hdd with IG Offices command-wide as an effort to share
information/issues of command interest and concern. In addition, Investigations and Assstance
Divison conducted an action officer level VTC to provide procedure and policy clarity.

b. We continue to maintain and publicize the Oversght Activity Information Database which
includes. Information on ingpections and assistance vigts conducted by AMCIG; ingpections
conducted by DAIG; staff assistance visityassessments/reviews conducted by HQ, AMC aff
elements and Separate Reporting Activities.

EXECUTION (CONTINUED):

HQ, AMC ASSESSABLE UNIT MANGERS:
8. The Deputy Chief of Staff for Personnd:

a. During the last year, the DCSPER greeatly expanded the Internad Review and Analysis process
by increasing the number of processes and programs tracked using internal metrics. We dso
maintained aweekly focus on our “Top Ten” actions and published them on our web site.

b. Completely reengineered the GS-15 Affirmative Action process and provided field dements
with anew checklist specificaly documenting new requirements and responsibilities. Because of these
actions, the turnaround time in the headquarters has been reduced from an average of over 30 daysto
an average of 15 days.

c. Management reviews of the AMC Workers Compensation Program are conducted quarterly
a the Command Review and Andysis.

d. Assstance visits were conducted by the AMC Worker’ Compensation Program Manager and
the AMC Case Manager to ensure AMC' s ingdlations were in compliance with DOD, Army and
AMC s palicy and program requirements.

e. AMC MWR&FS:

(1) Peformsquarterly review and andysis of ingtdlation and consolidated financid results.
Consolidated results are presented to the DCSPER, AMC Chief of Staff and the Commanding
Generd.

(2) Processesfor the control, reporting and accounting for cash receipts at the HQ, AMC leve
was conducted in July 00. The review uncovered aloss of cash funds. Minor changesin procedures
were implemented and implementation of a credit card system had been completed to improve
customer service and interna controls.



(3) Management Control Plan was revised in May 00 with the assistance of Director, Plans,
Programs, Budget and Operations divison and the AMC Internd Review and Audit Compliance
Office. Our planisan ongoing effort that continualy incorporates key control evauations, dternative
review processes and other tests necessary to ensure management controls are effective.

(4) HQ, AMC NAF contracting staff conducts monthly reviews of government purchase card
reports and resolves any discrepancies.

EXECUTION (CONTINUED):

HQ, AMC ASSESSABLE UNIT MANGERS:
8. The Deputy Chief of Staff for Personnd (Continued):

f. Command Provost Marsha assessments were conducted in conjunction with AMC ITSA
Security Support Divison oversght operations and assstance visits. Results of these evauations were
reviewed by command level action officers and assessed for validity, security considerations,
operationa impacts and management control. Oversight information is maintained at the heedquarters
level through database management for continued evauation and comparison throughout the year.

9. The Deputy Chief of Staff for Research, Development and Acquisition used their Management
Control Plan as management oversight by conducting aternative evaluation processes more often than
required and using existing review processes as follows:

a AMCRDA-AP conducted Acquisition Reform Implementation Assessment Team (ARIAT)
reviews at each Mgor Subordinate Command.

b. AMCRDA-TE assured the Y 2K efforts related to weagpon systems were properly addressed in
atimely manner. They provided guidance and policy, which resulted in the identification of wegpon
system Y 2K problems and solutions.

c. AMCRDA-TE performs periodic reviews to identify any barriers to acquisition reform. Our
program encourages the implementation of acquigition reform initiatives by quickly adapting chegper,
and better quality technologies to enhance legacy systems performance and reliability products.

10. The Deputy Chief of Staff for Resource Management:

a. U.S. Government Purchase Card (GPC) Purchase Card Management System (PCMYS):
AMC has automated approximately 46% of the AMC cardholders. About 40% are financed by



revolving funds and await DFAS action. Eventud automation of adl AMC cardholders will achieve
paperless financia control of the AMC GPC.

b. Initiated severd actions to improve the performance within the financid management arenac (1)
Automation of the Joint Reconciliation Program within AMC, This project is being adopted by other
organizations outsde of AMC, to include the Army Acquisition Executive Support Agency and the
Assgtant Secretary of the Army for Financid Management and Comptroller, (2) Performing contract
reconciliation to correct Negative Unliquidated Obligations (NULOs) at the St. Louis Operating
Location. Thisinitiative has resulted in the clearance of over $66M in NULOs in aone-year period.

EXECUTION (CONTINUED):

HQ, AMC ASSESSABLE UNIT MANGERS:
10. The Deputy Chief of Staff for Resource Management (Continued):

c. RM -Online AMCRM has developed a new interactive web-based solution to meet resource
management requirements for HQ, AMC and subordinate commands. RM-Online
provides a vehicle for budget development, execution planning and reporting, as well as management of
appropriated funds, manpower, AWCEF reporting and the Joint Reconciliation Program. This system
replaces various fragmented manua and automated RM systems, which were time consuming and
labor intensive.

d. ODCSRM has assumed consolidation role of dl five depot’ s annud budget submissonsinto a
single Depot Maintenance Activity budget. HQ, AMC has achieved gregter vighbility, a better means
of vaidating accuracy of data, and insuring congstency in gpplication of OSD/DA/AMC guidance,
responsiveness to HQDA and OSD questions, and isin a better position to defend the budget. Findly,
and perhaps the largest advantage, is the dliance formed between al M SC (the workloaders) and their
depots (the performers).

11. SAfety Office:

a Conducted Radiation Safety Program Reviews during FY 00.

b. Conducted accident prevention safety surveys of 5 aviation activities in the Command.
Effectively identified issues of ggnificance of both a positive and negative nature. Appropriate
recommendations made for areas needing improvement with program reports to completion. Provided
recognition to individuas, organizations and aress of outstanding contribution to the Command Aviation
Safety Program.

MAJOR SUBORDINATE COMMANDS (MSCs)




Army Research L aboratory (ARL):

LEADERSHIP EMPHASIS
1. The Director Sgned numerous memorandums for distribution to supervisory level on management

controls to increase awareness and ensure al managers and supervisors redize their formal
responsibility and accountability for the adequacy of management controls.

Army Research Laboratory (ARL):

LEADERSHIP EMPHASIS (CONTINUED)

2. The Director has an active, aggressive management control process implemented ARL-wide.
Personally placed heavy emphasis on the importance of management controls and stressed
commitment to ARL’s top managers and supervisors as a means of promoting misson
accomplishment.  This leadership has indtilled a positive and supportive atitude on top managers,
these attributes are demondtrated by their compliance with the GAO Standards.

3. Specific areas of responghilities are outlined in each employee’ s performance plan, and
management control responghilities are contained in performance plans for al managers and
SUpervisors.

4. Director, COS, RM, MCA, IG and Chief, IRAC personadly participated in the in brief and out-
brief of the Army Audit Agency’s (AAA) review of the Management Control Program.

5. Transformed the troubled ARL Y 2K program into one of the best in the Command, if not the
Army, through superior management, organization and leadership. Passed the Y2K trangitions with no
glitches. The program was acclaimed by severd HQ Audit Review Boards as superb and a
trendsetter.

MANAGEMENT CONTROL TRAINING

1. Created alink to view the management control video on-line. One hundred and fifty-two
employees viewed the video “Management Control: A Road Map to Stewardship.”

2. The on-line ARL Management Control Process Electronic Training Brief was viewed by one
hundred thirty-seven people during the period April 2000-31 Jul 2000. Additiona management
control training is accomplished through staff practices and performance reviews.



3. All ARL managers, supervisors, and team leaders have been provided with a copy of the ARL
Management Control Guide and are encouraged to review the guide annudly.

4. Managers and supervisors discuss the GAO Standards, The Financid Integrity Act, and
management controls with employees. The ARL 1G has made it part of the new employee orientation.

5. Three members of the audit staff in the ARL IRAC Office have reviewed, understand and use the
GAO Standardsin the conduct of their duties. The audit staff received management control training in
the Combined MACOM AMC, Army Reserve Mohile Training Workshop at Corpus Chrigti, TX on
1-4 Nov 99.

Army Research L aboratory (ARL):

MANAGEMENT CONTROL TRAINING (CONTINUED)

6. The Chief, IRAC recelved management control training a the FY 99 DA Internd Review Training
Symposium in Scottsdale, AZ on 23-27 Aug 99. Two COS employees attended the DA
Management Control Training symposium in Scottsdde, AZ on 25 Aug 00. One employee completed
the USDA Management Control Administrator’s Course on 8-9 Jun 00.

7. Management control on-linetraining isavailableto al ARL employees. Reminders are sent
periodically for employeesto review the training materids.

EXECUTION:
1. The ARL Management Control Plan contains 37 key controls and 47 aternative controls.

2. Created a Management Control Program Customer Satisfaction Assessment to obtain feedback on
quality of support provided by the Management Control Administrator. Returned results were
favorable.

3. Recommended that the Internal Review and Audit Compliance Office perform quarterly reviews of
time and attendance to assure compliance with policies and procedures. Developed an audit checklist
for use during these reviews.

4. Formd quarterly reviews are conducted during Senior Staff Meetings that ensure a proper degree
of management control in al business aress.

Aviation and Missile Command (AMCOM):




LEADERSHIP EMPHASIS

1. The Commanding General signed a memorandum, dated 1 Jun 00, that described the continued
importance of the MCP at AMCOM, and requested senior level input to the ASA to be submitted to
AMC. Memorandum was distributed to al managers/supervisors.

2. Management controls are given a high priority and management encourages a positive atitude
toward the controls. Emphasis has been and will continue to be placed on controls to ensure that
responsble officias have performance standards on management control responsibilities and are rated
on these standards.

Aviation and Missile Command (AM COM):

LEADERSHIP EMPHASIS (CONTINUED)

3. Managers were advised of the management control information located on the AMC homepage
and how to access the information. This presents an opportunity to review

AMC'sFY 98 and 99 annud assessments, inventory of key controls, and download management
control evauations/checkligs.

4. The AMCOM sponsored the two-day USDA Management Control Administrator’s Course on-
gte. Thisisfurther explained in the Training section of this enclosure.

5. Many managers address management controls in their weekly staff meetings throughout the fiscal
year.

MANAGEMENT CONTROL TRAINING

1. Management Control Training was presented to 523 managers/supervisors, team leaders, points of
contact, etc., out of atotal of 555 at the Redstone location. Thistraining was presented at the
organizationd level and consisted of a chart presentation followed by question and answer sesson. In
addition, the film, A Roadmap to Stewardship, was shown to dl new supervisors. Training at the
depots conssted of':

a Corpus Christi Army Depot (CCAD) — Trained 201 people who consisted of 160 supervisors
(which isthe total supervisors) and 41 other personnel with other areas of interest. The videotape— A
Roadmap to Stewardship was presented.



b. Letterkenny Army Depot (LEAD) — Training at LEAD is being conducted the month of July.
They have 72 to be trained; al should be trained by the end of the month. The training method isthe
Roadmap to Stewardship videotape.

2. Thirty-three personnel attended the two-day USDA Course for Management Control
Adminigtrators. Five people attended the course out-of-town; the remaining 28 attended the course on
ste, funded by the Command. Thiswas very beneficid and demongrates the emphasis this Command
places on the management control program.

EXECUTION

1. The evauation of the MCP by AMCOM organizations included the use of various aternative
eva uation processes in addition to the use of standardized checklists. Some methods used were:
Review of various audit reports, customer satisfaction surveys, inventories and spot checks. Most
organizations completed internd checklists on adminigrative issues within their office, which are not
reflected on the plan. In addition, we reviewed the three areas (Contracting, Patriot Missles and
Recruiting ACTEDS Interns) forwarded by your organization for consideration as potentia
weaknesses. No problems were noted in these aress.

Aviation and Missile Command (AM COM):

EXECUTION (CONTINUED)
2. Ligted below are examples of initiatives accomplished during FY 00:

a LEGAL OFFICE: The Office of Staff Judge Advocate continualy monitors sendtive areas
such as. The Tax Assstance Center; Magigtrate' s Court; Adminidirative Law Section; and Crimina
Law Section.

b. IG OFFICE: ThelG Office works very closaly with the Management Control Administrator
and receives copies of al Management Control reports as part of the Organizational Inspection
Program (OIP).

c. INTEGRATED MATERIEL MANAGEMENT CENTER (IMMC):

(1) IMMC assured broad involvement and coordination with al partiesinvolved in fidding and
training processes to gain consensus on requirements, minimize rework, and provide customer
satisfaction.

(2) IMMC assured that dl materie fieldings were successful at above 90 percent fill.

(3) Internd checklists are used by team members, where applicable, to ensure that processes are
executed accurately and timely.



(4) The Integrated Logistics Support (ILS)/Manpower and Personndl Integrated (MANPRINT)
Management Office constantly assesses the wegpon systems by participating in ILS management team
meetings. The adequacy of the ILS for the wegpons systems is ensured by devel oping, updating and
reviewing Supportability Strategies (formerly Integrated Logistics Support Plans). The project/product
office personnel are advised of the need/ requirements for developing and updeating their Supportability
Strategies. Actions are coordinated to ensure a unified postion.

(5 A new locd area network was ingaled with updated equipment and security feetures, dong
with a separate “firewdl” protecting al network access. In conjunction with the “firewal”, an Internet
content filtering service/server was ingtaled to monitor and control Internet trafficking. Automeated
solutions were ingdled to ensure timely updating and distribution of anti-virus protection measures.

We worked with the Microsoft Corporation to develop an in-house solution to protect our

client/server resources from virus intruson and other select itemsin arapid and custom manner that has
protected the IMMC from data loss that other government and commercia organizations have
uffered.

Aviation and Missile Command (AMCOM):

EXECUTION (CONTINUED)

d. ACQUISITION CENTER: The Acquisition Center has a Compliance Review Program in
place to review various aress of the procurement field to assure compliance with procurement
regulations.

e. REDSTONE ARSENAL SUPPORT ACTIVITY (RASA):

(1) Operationa programs are reviewed regularly to verify/improve implementation and execution
of controls.

(2) Customer satisfection is assured through surveys, verba customer feedback, and comment
cards.

(3) Compliance with internal management controls is managed by the use of approved Standing
Operating Procedures (SOP) that describes the detailed requirements of various operations and
ensures compliance with applicable policies and regulations. Reviews of operationa requirements are
conducted each year to update or change SOPs as necessary.

f. U.S. ARMY TEST, MEASUREMENT, AND DIAGNOSTIC EQUIPMENT ACTIVITY
(USATA):



(1) Effortsto assessthe effectiveness of the MCP and to improve its execution include additiona
training, briefings, awareness of dternative checklists, and management controlsinherent to particular
programs.

(2) A weekly management report that summarizes incoming workload, completed production,
billable hours worked, backlogs, and turnaround time provides trends for each variable.

g. CORPORATE INFORMATION CENTER: Conducted Customer Satisfaction Surveysin
the areas of Visud Information, Information Services Business Area (Telecommunications Center), and
Customer Service (Help Desk).

h. RESOURCE MANAGEMENT: Onamonthly bass, actua obligations from the 218 reports
are compared to planned obligations by ement of resource for each Budget Activity, Program
Element and Project, and Budget Line Item Number for each account. Variances are analyzed to
determine causes and identify dternative courses of action as gppropriate.

Aviation and Missile Command (AM COM):

EXECUTION (CONTINUED)

i. CORPUS CHRISTI ARMY DEPOT (CCAD):

(1) Hosted Tiger Team Vidtsto CCAD for financid and accounting respongbility/reporting
process improvement initiatives. Implemented 10 Financial and 9 Production recommendations by

Tiger Team.

(2) ORACLE Conversion of the entire depot’ s devel oped databases. Thiswill create a depot
sandard, dlowing for ease of maintenance as well as a reduction in maintenance costs.

(3) Full utilization of ORACLE development tools. CCAD isthe only depot fully using the full
ORACLE auite. Thisdlowsfor database modeling and development graphic user interface screens.

Communications-Electr onics Command (CECOM):

LEADERSHIP EMPHASIS

1. Conducted a Management Control Conference with the Commanding Generd and organizationa
directorson 18 Jul 00. This process has been used as aforum to discuss organizationd effortsin the



Management Control Process, including training, checklist completion, and corrective action plans for
new and prior year weaknesses.

2. Quaterly R&A briefings are required to include a segment by each organization on the status of
prior year materia weaknesses and findings on new materia weaknesses.

3. Reported one new potential materia weaknessto HQ, AMC in the FY 00 Annua Statement.

4. The Tobyhanna Army Depot (TY AD) chartered the formation of the TY AD Executive Steering
Group (ESG) composed of Senior Directors and Command Group personnel to oversee MCP
implementation procedures, and to review potential new materia weaknessissues.

MANAGEMENT CONTROL TRAINING
1. Didributed a three-page statement on managers management control respongbilities, which was
signed by each managers. This statement addressed: The purpose of the MCP, the five-year plan for

management controls, definitions, materid weskness determinations, completion of checklists and the
new GAO Standards.

Communications-Electr onics Command (CECOM):

MANAGEMENT CONTROL TRAINING

2. Maintained a computerized database of training materials. We maintain MCP briefing charts on the
CECOM Intranet for viewing by al employees. During FY 00 1,179 managers were trained — 99% of
our managers have been trained.

EXECUTION

1. Continuing its policy of having each organizationd Director function as an Assessable Unit
Manager. Each AUM prepares hisher own Annua Statement to the Commander, CECOM.

2. The management control adminigtrator works closely with the Interna Review and Audit
Compliance Office so that pertinent audit findings are quickly disseminated.

3. Sysems Management Center (SMC) conducted execution reviews with selected PM offices during
the April/May timeframe to assess the status of their financid posture and the ability to execute their
programs through the end of the fiscd year.



4. SMC implemented a Monthly Acquisition Program Review (MAPR). It addresses key
performance characterigtics that relate to the successful execution of the program. All PM
Offices mugt provide quarterly input. The MAPR dertsdl personne in the management chain to
possible problems that could be an indication of poor management controls.

Oper ations Support Command (OSC):

LEADERSHIP EMPHASIS

1. The Commanding Generd (CG) signed and issued Policy Memorandum Number 14, Management
Controls and Stewardship, 24 Dec 1999, to dl the OSC ingtallations and organizations.

2. Thefollowing OSC subordinate commanders issued management control policy statements or
provided additional management control emphasisin FY 2000:

U.S. Army Feld Support Command
U.S. Army Munitions and Armaments Command (USAMAC)

Oper ations Support Command (OSC):

LEADERSHIP EMPHASIS (CONTINUED)

3. The OSC CG formdly gppointed assessable unit managers (AUMs) within OSC and outlined their
management control respongbilities and his expectations.

4. At thedirection of the OSC CG, an Executive Steering Group (ESG) on Management Controls
convened within Headquarters (HQ), OSC. The ESG, which is comprised of senior managers,
reviews potential material weaknesses and makes recommendations to the CG. They reviewed dl
potential weaknesses that the OSC ingtdlations and organizations submitted to the OSC CG and
decided on which weaknesses they should recommend the OSC CG report to the HQ, U.S. Army
Materid Command (AMC).

5. The OSC identified and reported one new materia weaknessto HQ AMC in March 2000 and
four new material weaknessesin the FY 2000 OSC Assurance Statement. The USAMAC identified
two of the new materia weaknesses during the statement signing meeting with the OSC CG.

MANAGEMENT CONTROL TRAINING



1. The AUMs continued aggressive training programs. The primary objectives ensured that every
manager understands the Generd Accounting Office Standards and how to apply them to daily
operations, and operating managers understand their responsbilities for using the management control
evauations for day-to-day guidance and forma application as required by the OSC Management
Control Plan (MCP).

2. The Management Control Adminigtrators (MCAS) offered training on the management control
process within their ingtdlations and the command. The breakout of management control training isas
folows

a The OSC MCA conducted a two-day management control workshop. The ingtdlation and
organization MCAs, POCs and audit/ingpection personnel and the SBCCOM MCA attended the
workshop. Thirteen OSC Management Control personne had input into how the OSC would
implement the management control processin view of changes effective this year by participating in the
workshop. The workshop further facilitated communication between al command management
control dements and audit/ingpection eements.

b. The OSC provided training for over 127 OSC personnel during FY 2000.

c. Approximately 17 OSC personnd viewed the management control videotape, “Management
Controls, A Road Map to Stewardship.”

Oper ations Support Command (OSC):

MANAGEMENT CONTROL TRAINING (CONTINUED)

d. Four OSC personnel attended the USDA Graduate School course for MCAsin FY 2000.

e. At theregquest of theingallation commanders, the MCA provided on-site management control
training for management personnd and ingtdlation management control POCsevduatorsin Lake City
AAP, Lone Star AAP, McAlester AAP, and Pine Bluff Arsend. The MCA provided management
control training for 116 ingtdlation personne including one ingtallation commander.

f. The MCA provided management control evaluation training to 11 HQ OSC personndl.

g. The MCA provided training to HQ OSC senior level managers before the ESG meeting. The
MCA trained atota of approximately 127 personnel, including the 116 above.

EXECUTION



1. The MCAs and POCs made sure that responsible officias had performance objectives on
management controlsin their job evauation forms and thelr supervison israting them on these
objectives. The OSC gave specid attention to the Audit Resolution and Compliance Standard. This
ensured that effective controls were in place to ensure compliance with the provisons of AR 11-2,
Management Control; AR 36-2, Audit Reports and Follow up; AR 623-105, Officer Evaluation
Reporting System; and AR 690-400, Tota Army Performance Evauation System involving
management control responghilities and audit resolution in performance agreements.

2. We reguire each OSC subordinate organization and HQ element to report the number of managers
rated on their management control responsibilities during the year. The OSC rated al OSC AUMson
amanagement control performance objective.

3. The OSC gathers dataon al types of management control eva uations conducted within the year.
The HQ OSC directed the OSC ingtdlations and organizations to review management control
evauations written by functional managers, auditors, ingoectors, process action teams,

etc. The managers determined the relevance of the evaluations and took appropriate actions.

Oper ations Support Command (OSC):

EXECUTION (CONTINUED)

4. The OSC developed and distributed a MCP throughout the OSC to ensure al managers were
aware of available evaduations and scheduled requirements for formd use. The AUMs completed and
certified al evauations scheduled in FY 2000. The number of

OSC unscheduled evauations (checklists, inspections, process reviews, audits, management studies,
management reviews) for FY 2000 was 183.

5. Specific actions taken by the OSC MCA were asfollows:

a The MCA participated in the Command Assessment program at Holston AAP, lowa AAP,
Lake City AAP, Lone Star AAP, McAlester AAP, Radford AAP, Pine Bluff Arsend and Toodle
Army Depot. The MCA reviewed each ingdlation’s management control process for compliance with
the requirements of AR 11-2.



b. The MCA conducted a sample review of completed management control evauations to ensure
proper completion and documentation of responses.

Soldier and Biological Chemical Command (SBCCOM ):

LEADERSHIP EMPHASIS

1. The Commander takes an active leadership role by personaly emphasizing to SBCCOM
employees his support for sewardship of the Management Control Process. This ensures that
SBCCOM resources are utilized efficiently, while being continualy safeguarded againgt fraud, waste,
and abuse.

2. Within bounds of an empowered organization, encouraged the use of individua Management
Control Plans among subordinate organizations for periodic eva uations of management processes and
procedures. These plans are periodically updated to incorporate new checklists and delete others.
When combined with the results of audits, ingpection findings, and other reviews, these plansform the
bad's used to verify that sufficient management controls are in place and functiond.

3. A rather extensvereview ison going inthe U. S. Army Garrison Aberdeen Proving Ground
(USAGAPG). Being conducted are Commercia Activities Studies for Ingtdlation Operations and
Community/ Family Activities and for Information Management Services. During the course of these
studies, each directorate involved reviewed their area and prepared Performance Work Statements
and aMog Efficient Organization (MEO).

Soldier and Biological Chemical Command (SBCCOM ):

MANAGEMENT CONTROL TRAINING

1. Classroom and desk side training sessions were conducted with 119 employees.
The Management Control video was viewed by 12 employees.

2. Three employees attended the USDA Management Control Course for Managers.

3. One employee atended the workshop “ Strengthening Interna Controls’ sponsored by the
American Society of Military Comptrollers.

4. SBCCOM MCA attended the Operations Support Command (OSC) management control
workshop in FY 00.

EXECUTION



1. Subordinate organizationa managers ensure, through persona validations, ingpections and audits,
that proceduresin the work areas are established and used to ensure adequate control of assets and
resources. Numerous externd and interna audits, ingpections and reviews were performed throughout
SBCCOM. Where applicable, organizationa strengths and weaknesses are briefed to senior
management, and recommendations on any corrective actions needed are provided.

2. The AFARS Contracting Checklist is reviewed at least once every five years. Responsible
managers verify by means of observation, file documentation andyss and sampling. The revised
AFARS Checklist now includes Grants and Other Agreements and will be coordinated with each
Center ste and completed the first quarter of FY O1.

3. Intra-Service Support Agreements are in place and operative a dl chemica stockpile storage
facilities. These cover many management controls and procedures, and are reviewed by severa
independent organizations.

4. Egablished quarterly senang sessons for individuals and sections to provide opportunity for
feedback for needed improvements and identified weaknesses.

5. Initiated arevamp of the SBCCOM Management Control Process to include designation by the
Commeand of the senior respongible officiad with overdl responsbility for ensuring the implementation of
an effective management control process within SBCCOM and the regppointment of AUMs and
assessable unit points of contact. Increased emphasis will be placed in FY 01 on the development of a
MCP by each AUM to assure that key management controlsin the assessable unit will be evaluated
over afive-year period.

Simulation, Training and | nstrumentation Command (STRICOM):

LEADERSHIP EMPHASIS

1. Conducted monthly, quarterly and annua Executive Steering Committees (ESC Meetings to
disseminate/discuss information and issues).

2. Conducting weekly staff cals for senior managers to discuss pertinent daily business.

3. Edablishing and convening a Technica Advisory Board with industry to get feedback on our
process and products.

4. Issuing memoranda/messages to subordinates to provide guidance and give command emphasis on
the importance of effective management controls.



5. Conducted Town Hal (off-ste) meetings to permit the workforce to raise issues heard first hand by
the Commeander and principle saff; these meetings focus on improving information flow and diminating
“managerid bottlenecks.”

6. Conducted a Command Survey to determine the employees fedings on how effective the
leadership is, aswell as, what improvements could be made in the management process.

MANAGEMENT CONTROL TRAINING

1. The Management Control Administrator provides forma training to senior managers, staff and
others as required.

2. Traning continues throughout the command through the use of the Army video, “Management
Controls: A Roadmap to Stewardship” and other informal presentations/workshops.

3. Assessable Unit Managers provide training for personnel so they understand the GAO Standards
and how to gpply them in daily operations, operating personnel understand their respongibilities for
using the management control evauations for day-to-day guidance.

4. Innovative gpproaches used to provide training throughout the organization include: Providing
specid training sessions and discussions with managers as needed, e-mall, bulletin board
announcements, etc.

5. The Management Control Administrator develops and distributes training materias that provide

Assessable Unit Managers/Point of Contacts the information necessary for a successful program (i.e.,
briefing charts, scripts/videotapes, and e ectronic checklists).

Simulation, Training and I nstrumentation Command (STRICOM ):

EXECUTION

1. Promoted Management Control Process as atool to identify, report and correct materia
weaknesses.

2. Using resources of the Internd Review and Audit Compliance Office in the MCP. Supporting the
work and training of the management control administrator and points of contact.

3. Conducting internd and externd Customer/Employee Surveys/Interviewsto assst the leadership for
how we are doing as a command.



4. Developed functiond management control evauations to cover gpplicable controls outlined in
regulations/procedures not identified as key control by HQDA proponents. Seven evauations were
performed in FY 00.

5. The Management Control Administrator conducted staff assistance visitsto help execute the plan
and resolve issues.

6. Updated the Management Control Guide to present a“common sense gpproach” to management
control planning; for managers and others that sustain management controlsin their daily operations.

7. Embed management control evauations into other existing management review processes (i.e.,
Program milestone reviews, physica security ingpection program, and facilitation of the Consideration
of Others Training).

Tank-automotive and Armaments Command (TACOM ):

LEADERSHIP EMPHASIS

1. Many noteworthy actions were taken by the Commander and senior functional managersto
establish and maintain proper controls:.

a A network of command and ingtalation management control administrators has been established
throughout TACOM and remains a highly effective means of distributing information, guidance, and
indructionsin atimely and efficient manner.

b. Supervisors/managers/leaders were held formaly accountable for the effectiveness of their

management controlsin FY00. All Management Control Process (MCP) evduations (checklists)
completed by supervisory/managerid personnel were reviewed for timeliness, adequacy and results.

Tank-automotive and Armaments Command (TACOM):

LEADERSHIP EMPHASIS (CONTINUED)

c. Findly, the Statement of Assurance was briefed first to the head of Corporate Management and
then to the Deputy Commanding Generd to show how each business center head is confident
management controls are in place. All existing and new materid weaknesses were discussed and dl
guestions or concerns regarding the weaknesses were resolved.

MANAGEMENT CONTROL TRAINING
1. Over 500 associates received in-house training from their MC POCs. Many of these associates

aso viewed the email training charts provide by the AMC Management Control Adminidtrator in FY
00.



2. The MCP Bulletin Board was published on the Command' s Intranet. It offered regular MCP
guidance emphasizing the importance of effective management controls. It included: Appropriate
performance standards on MCP, how to apply an MCP evauation, how to declare amaterial
weakness and an explanation of the GAO Standards.

EXECUTION

1. All key management controls for each assessable unit are evaluated at least once every five years
and in most cases every two or three years. Command Supply Discipline and Overtime procedures
are reviewed yearly.

2. A careful assessment of externd audit reports was made thisyear. An AMC |G team visited usto
review the management of AMC Contracts. The results of the review were very favorable, particularly
in contrast to the recent DOD |G report on CAAS contracts (which did not involve any TACOM
Stes).

3. TACOM made many improvements to our processes in FY 00 by ingtituting new or revised
management controls:

a Inface of agrowing percentage of retirement digiblesin the workforce and the need to position
the command for the future, TACOM's Innovative Business Strategies Staff (IBSS) successfully
established a Workforce Revitalization Forum to take the steps necessary to ensure TACOM
maintains a viable workforce through 2005. This forum has developed a clear-cut command wide
drategy to address workforce development, workforce management and workforce shaping.

Tank-automotive and Armaments Command (TACOM):

EXECUTION (CONTINUED)

b. Resource Management continued to improve the Contracted Advisory and Assistance Services
(CAAS) Management Decision Document (MDD) process through an ongoing Integrated Process
Team (IPT) that briefed the DCG and received approvd for implementation of severd ideas. Because
of these latest improvements, Legal now reviews the entire MDD, draft solicitation and contract
package in one effort rather than two separate review processes, streamlining the contracting process.

c. Corporate Contracting participated in the Army Acquisition Corp workforce roadshow 2000
held at TACOM-Warren May 30 - Jun 1. With the theme of "Dare to Soar,” the purpose of the
roadshow was for development of 21st century Army acquidtion leaders.



d. Corporate Contracting participated in and helped conduct the second combined Acquisition and
Logistics Reform Week 22-26 May 2000. The theme was "Embracing Change for the 21t Century
Warfighter." Associates attended lectures, and presentations, enacted work group exercises and took
part in local and (new this year) offgite classes, case studies, group discussions and seminars. These
activities hel ped teach associates skills beyond their area of expertise and foster creative ways to
sreamline the many processes involved in acquisition and logigtics.

e. Through use of awide variety of checks and reviews, Corporate Contracting constantly
maintains and improves acquisition procedures at dl five TACOM dgtes. We consstently apply legd
reviews and employ review board oversight on dl mgor acquisitions. Further, each Ste conducts some
form of Procurement Management Review (PMR). PMRs anayze contracting methods, processes and
operations to determine whether or not excdlence of qudity is being maintained throughout al
procurement actions. The primary god is to make recommendations, where applicable, to help
TACOM mest its mission, respond effectively to customer
requirements and identify root causes of any systemic problems.

U. S. Army Security Assstance Command (USASAC):

LEADERSHIP EMPHASIS

Updates on the status of materia weaknesses and MC process actions are submitted to the Deputy
Chief of Staff for Security Assistance.

MANAGEMENT CONTROL TRAINING
1. Nineteen personnd received forma management control training during FY Q0.

2. Thirty-one personnd received training usng other methods.

U. S. Army Security Assstance Command (USASAC):

EXECUTION

Managers were advised of the evaluations that were gpplicable to their organizations and scheduled for
mandatory completion during the FY. Seventeen evauations were completed and certified.

SEPARATE REPORTING ACTIVITIES

Army Materiel Systems Analysis Activity (AM SAA):

LEADERSHIP EMPHASIS



Held weekly senior management council meetings to advise the director of possble weaknesses and
provided proposas for improving internad management controls.

MANAGEMENT CONTROL TRAINING

1. Fiveindividuds received informd briefings on the procedures to be followed in the assessment of
the functiond aress.

2. The Management Control Administrator attended the USDA Course for MCAsin Nov 99.
EXECUTION
Five evauations scheduled for completion were formally completed and certified by the AUM.

Field Assstancein Science and Technology (AM C-FAST):

LEADERSHIP EMPHASIS

1. Conducted periodic meetings with staff to stress the importance and adherence of management
controls. Conducted reviews of operationd programs to verify implementation and execution of
controls.

2. AMC-FAST did not have any findings identified during FY 00. Reviewswere conducted of AAA
and DODIG published findings to identify potentia problemsin the AMC-FAST activity.
Commanders and managers were made aware of management weaknesses in other areas and had the
opportunity to review their own operations for amilar problems.

Fidd Assistance in Science and Technology (AM C-FAST):

MANAGEMENT CONTROL TRAINING
One person attended the two-day USDA Management Control Administrators Course.
EXECUTION

1. MCA provided speciaized assistance to the AMC-FAST Director in developing an individua
management control plan.



2. Ensured managers had information provided through the Electronic Bulletin Board Service for the
digtribution of information and policy on the management control process.

3. Peaformance eement is reflected for each individua who has management control responsibilities,

4. Reviews of operationa programs were conducted to verify/improve implementation and execution
of controls. Four loca evauation processes were performed and certified by the AUM in FY 00.

5. Supplemental materid control effortsincluded formd review of dl projectsactivities worked by
Science Advisors assigned to the AMC-FAST Activity. Evauations occurred as aresult of an annud
program review.

Inspector General Activity (1GA):

LEADERSHIP EMPHASIS

1. Revamped our Assstance Vist Program. Partnering with the Army Research Indtitute (ARI), we
devised a new program methodology that will improve the use of personnel resources and reduce
travel costs. The new program isreferred to asthe |G Assistance and Assessment Program (IGAAP).
A survey will be forwarded in advance of the |G on-gite assstance visit and the results will be
eectronicaly compiled. This survey will dlow the on-Ste assistance vigit to be more comprehensive
and tailored to the organization. Thiswill reduce the number of travel days on-site.

2. Ensured that management control problems and/or potential weaknesses discovered during
ingpections, investigations or inquiries were briefed to the gppropriate manager.

Inspector General Activity (1GA):

MANAGEMENT CONTROL TRAINING

1. The AMC IG Activity provided assistance to Mgor Subordinate Command 1Gs as requested
regarding management control program requirements and training.

2. Aninterna management control program training handbook was devel oped to refresh seasoned
managers and attune new managers to their management control responsibilities.

3. Didtributed management control program informetion to field 1Gs.



EXECUTION

1. In order to enhance personnel capabilities, we devel oped a concept to dlow for crosstraining

of ingpections, investigations/inquiries, and assstance duties. The importance of identifying
management control issues, especidly during inspections, will be emphasized asapart of thisinitiative.

2. Continued to focus on identifying the root causes of problems and providing feedback to functiond
proponents and command group with recommendations.

3. Ensured, during followup ingpections, that actions were taken to correct ingpection results, not just
whether our recommendations had been implemented.

I nstallations and Services Activity (1& SA):

LEADERSHIP EMPHASIS

Published the FY 99 Annud Lessons Learned, which included items relating to management contrals,
and digtributed it to dl AMC Mgor Subordinate Commands and indallations.

MANAGEMENT CONTROL TRAINING
Provided updated training materias to al managers through the use of AMC Home Page.

Due to the smdl Size of our organization, it is not necessary to conduct formd training programs. We
share guidance through the use of e-mail and staff meetings.

I nstallations and Services Activity (1& SA):

EXECUTION

1. Published articles rdating to management control responsbilitiesin the AMC Deputy Chief of Staff
(DCYS) for Engineering, Housing, Environment, and Indalation Logistics (now the DCSfor
Ingtalations) Bulletin, which we distribute three times annualy throughout AMC.

2. Continue to require a double check procedure to review al buys before purchase and adouble
review prior to payment. We received an excellent rating from the Agency Program Coordinator who
conducted a compliance IMPAC review of AMC 1&SA.



3. Prepared a Management Control Plan (MCP) which includes a schedule of required management
control evaluations over the next 5 years. We added contract management to our required evauations
this year and developed a checklist for completion annualy.

4. Conducted Command Supply Management Reviews throughout AMC to evauate the effectiveness
of unit Command Supply Discipline Programs and property book and stock record accountability.
Additiondly, we initiated action to establish an AMC property book accountability policy consstent
with HQDA policy. All applicable property is controlled and accounted for.

5. Conducted Command Equipment Management Program Reviews to eva uate the effectiveness and
efficiency of AMC unit Equipment Management Programs (EMP) to include acquisition and
maintenance functions. We found most units unable to replace aging equipment in atimely manner
leading to increased owning and operating costs for which full-funding is not available. In short, the
Base-levd Commercid Equipment (BCE) program is underfunded by approximately $11M.

I ntegrated Procurement Systems Office (1 PSO):

MANAGEMENT CONTROL TRAINING

All employees of the Integrated Procurement Systems Office are provided the opportunity to view
videotapes on the management control process.

EXECUTION
1. Performsreviews and assessments to verify/improve implementation and execution of controls.

These reviews are accomplished in coordination with the AMC Acquisition Policy Office (AMCRDA-
AC) to ensure compliance in the automated acquigtion systems.

I ntegrated Procurement Systems Office (1 PSO):

EXECUTION (CONTINUED)

2. With increased emphasis on paper-free acquisition, reviews are consistently performed on
processes within the contracting functiona community to ensure that the movement from a paper-laden
process to a paper-free process captures the statutory and regulatory requirements.

3. Paticipates in on-gte planning and reviews with al of the Mgor Subordinate Commands to review
progress toward mesting the paper-free mandates. 1n addition, Video Teleconferences are held on a
periodic basis with M SC representatives assigned to the Procurement Business Process Group. The



IPSO provides the overdl management for this group and facilitates the review and the establishment
of priorities for System Change Requests (SCRs) to the automated contract writing systems.

I nter national Cooper ative Programs Activity (I CPA):

LEADERSHIP EMPHASIS

1. The Director, ICPA and Assessable Unit Manager (AUM) issued memoranda/le-mailsto the
AUMs within the HQ, AMC Office and the US Army Research, Development and Standardization
Groups (USARDSGS) in Audtraia, Canada, Germany, France, and the United Kingdom, which
provided specid guidance, and great emphas's on the importance of effective management controls.

2. The Commander in France overviewed dl activities by holding saff calson aregular bess. He
informed gtaff viae-mail of latest announcements that relayed the proper controls, and he encouraged
open discussion.

3. In Germany, the Commander stressed group and individua responsibility through training,
memorandums, staff cals, and one-on-one counseling sessons.

MANAGEMENT CONTROL TRAINING

1. ThelCPA MCA offered training to al office managersin ICPA to give them a better understanding
of methods available for them to gpply the GAO Standards in their daily operations. As part of thein-
processing routine for each military officer, the ICPA MCA informdly briefs each new officer.

2. All new MCAsin the USARDSGs were notified of the mandated training requirement
from HQ, AMC to better understand their management control process respongbilities.

3. ThelCPA MCA trained the newly assgned MCA in Canada and the MCA in France attended the
USDA Management Control Administrators course in Washington, D.C.

I nter national Cooper ative Programs Activity (I CPA):

EXECUTION

1. ThelCPA’s Management Control Plan was compiled for use by al offices. Some checklists were
consdered more critica than others. Those checklists were scheduled for completion each year in the
five-year plan. Other are to be performed three times over the five-year period.

2. The Commander in Germany conducted quarterly reviewsin areas of concern.



3. The Commander in France ensured the required explicit statement was included in performance
agreements for positions with management control responsibilities. He aso conducted quarterly
reviews of operational programsto verify, and improve dl implementation and execution of controls.

4. Periodic reviews of operationa programs were conducted in the United Kingdom to verify and
improve implementation and execution of controls.

Intaligence and Technology Security Activity (1 TSA):

LEADERSHIP EMPHASIS

1. Subordinate managersin the ITSA have been advised that failure to comply with the provisions of
AR 11-2 involving management control responsibilitiesin performance standards is satutory
noncompliance.

2. Responghility for each functiona program under the staff supervison of the ITSA has been
assigned to ateam leader and a primary action officer. Funding respongbility for each program has
a0 been assigned to the same team leader and action officer.

MANAGEMENT CONTROL TRAINING

All ITSA employees have received management contral training.

L ogistics Support Activity (LOGSA):

LEADERSHIP EMPHASIS

1. The Commander provided a memorandum on the management control process to the Assessable
Unit Managers (AUMs) identifying the importance of a successful management control program.

L ogistics Support Activity (LOGSA):

LEADERSHIP EMPHASIS (CONTINUED)

2. The LOGSA Force Protection Program is operated in compliance with AR 525-13 and AMC
525-13. An Executive Committee has been established to meet quarterly and a working group
comprised of functiona action officers meets on amonthly bass. The LOGSA Force Protection
Program is staffed with personnel who present low, medium and high threet briefings to dl personnd in
an OCONUS travel status.



MANAGEMENT CONTROL TRAINING

1. During FY 00, 60 employees received forma in-house training on management controls. All
employees received a copy of the Management Control Process dides.

2. MCA has been scheduled to attend the USDA MCA coursethisFY.
EXECUTION

1. Guidanceis provided to LOGSA employeesin LOGSA Memorandum 11-1, LOGSA Interna
Management Control Program.

2. An explicit satement isincluded in the performance agreements for AUMs.

3. Supply Operations. All appropriate safeguards are employed to protect againgt loss, waste,
unauthorized use, misappropriation of assets, funds, and equipment. A list of required itemsis
reviewed and approved by the supervisor, funds are certified available, and purchase logs are provided
to the warehouse for a document control number prior to the purchase. After purchase, logs are again
provided to the warehouse to certify receipt of dl items. Statements of account and billing statements
are reconciled with completed purchase logs prior to forwarding for payment. The Purchase Card
Management System was implemented for use within LOGSA this year, which grestly enhanced the
management control certification of supply operations.

4. Property Management. Property isrequisitioned by the LOGSA Property Book Officer (PBO)
IAW applicable Army regulations and received by trained personnd at the central recaeiving point. To
facilitate accountability and protect against loss, each property book item is assgned a barcode [abel
and documented on the property book line item entry page. End item users that are signed for
government property book items are subject to a 100 percent biannua inventory conducted by the
LOGSA PBO and/or representatives.

L ogistics Support Activity (LOGSA):

EXECUTION (CONTINUED)

5. Communications, Intelligence, and Security: The secure vault area has control measuresin place to
secure, protect, and destroy dl hardcopy “SECRET” documents. All classified “ SECRET”
documents located within the vault are attached behind an appropriate cover sheet for protection from
unauthorized personnd. The possibility of faxing dassfied information via a non-secure fax is dleviated



through the employment of a secure fax machine with encryption device located within the vault.
Classfied documentation is destroyed inside the vault by use of alarge paper shredder. A copy
machine designated for “ classified documents only” is securely located ingde the vault. A DA Form
3964 (Classified Document Accountability Record) is provided to track reproduction of classfied
documents.

6. Information Technology:

a Adeguate controlsto assure technology enhancements consistent with the commercia world
and government standards were demondtrated in FY 00 through the continued development and
implementation of an Electronic Data Interchange (EDI) interpreter and the processing of EDI
formatted transportation data associated with the movement of Army materid. The implementation of
Ve ocity Management data access, Logigtics Intelligence File query response, and other selected data
access viathe WebL OG initiative highlighted the fact that effective management controls are in place to
assure technology growth. All WebLOG initiatives will meet the Defense Information System Agency
and the DOD Information Technology Security Certification and Accreditation Process security
requirements.

b. The functiona areas within LOGSA have dl participated actively in the design and testing
efforts to support development of the Logistics Integrated Database (LIDB). All force, item, ass,
and authorization business processes have been dramaticaly enhanced and streamlined. Once fielded,
these busi ness process improvements will result in even more improved data accuracy and ease of
reporting for the soldier-in-the-fidd. At the same time, we have been participating in detailed U.S.
Army Combined Arms Support Command and TRW, Incorporated, sessions to devel op the web-
based property book module. These sessions have resulted in ensuring vastly modernized/streamlined
systems interfaces between Globa Combat Support System — Army (GCSS-A) and LIDB. These
improved interfaces will result in rea-time data update of 100 percent accurate dataas LIDB, in effect,
becomes the unit’s property book. These techniques will diminate the soldier’ s requirement to support
the reporting process and better enhances the Army’ s cgpability to conduct logistics decison making.

L ogistics Support Activity (LOGSA):

EXECUTION (CONTINUED)

6. Information Technology (Continued):



c. The Unique Item Tracking (UIT) has made substantial progressin increasing the accuracy and
reliability of the UIT Centrd Registry. Reected records have been virtudly iminated, the vast
majority of appended records have been researched and moved to history, open shipments have been
dramatically reduced, and, as aresult of the last reconciliation, compatibility percentages for all Mgor
Commands (MACOM) were subgtantidly increased. Emphasis by Headquarters, Department of the
Army, in aworldwide Logigtics Projection Message to MACOM Commanders, continues to stress
the need for command emphasis to effectively execute this critica program.

d. Operation of the Army Master Address Directory System (AMADYS) provides LOGSA with
the management control needed to prevent unneeded proliferation of FEDLOG CD-ROM products
within Army logistics operations. Utilizing criteria provided by Army MACOMS, LOGSA screens
requests for new accounts and account increases to assure requirements are valid. Action isaso taken
to purge the AMADS upon natification of unit deactivations and reduced requirements. During the
past fisca year, LOGSA has deleted 584 inactivated accounts and reduced issue quantities by 632
Sets.

e. The Army Price Chalenge Program (APCP) isthe vehicle for chalenging seemingly
unredlistic prices for spare and repair parts but does not exclude other items, when appropriate. This
program encourages al Army military and civilians to report suspect prices to reduce fraud, waste, and
inefficiency in the acquisition process. The APCP has served as the watchdog for excessive prices
paid for spare and repair parts by not only Army, but has dso breached service line to include Defense
Logistics Agency, Navy, Air Force, and Genera Services Adminigtration. Sinceitsinception in 1983,
the APCP has processed over 20, 354 price chalenge inquiries resulting in over $605 million in cost
avoidance to the Army. However, the program is manpower intensive and, with the reductionsin
personnd, LOGSA hasiinitiated amodule in the LIDB that will serve as the interface between the field
and the managing source of supply. Thiswill reduce the manud intervention and will enable LOGSA
to save gpproximately 3 man-years of effort.

L ogistics Support Activity (LOGSA):

EXECUTION (CONTINUED)

7. Personnd and/or Organizational Management.



a Our recruitment, training, assgnment, use, development, and management of personnd arein
coordination with checks and balances within our missons and functions. Firg and second line
supervison provides constant assurances that professond standards are continualy met.

b. The implementation of Quadrennia Defense Review cuts and Voluntary Separation Incentive
Program offerings has been accomplished within the guidelines established by higher headquarters. |
have reasonabl e assurance that these programs are implemented/offered fairly and equitably throughout
the work force.

j. Comptroller and/or Resource Management. Resources are managed within prescribed
regulations and guidance. The Business Management Center provides detailed resource account
feedback on a continua bassto senior leadership. The temporary duty travel is closely scrutinized and
reviewed for gppropriate and reasonable costs with employee and supervisor. All funding for the
center is closdly scrutinized on a continua basis and is kept to the most minima amount possible to
accomplish the misson.

School of Engineering and L ogistics (SEL):

LEADERSHIP EMPHASIS

All SEL personne display a supportive attitude toward management control.

MANAGEMENT CONTROL TRAINING:

Five personnd recelved Management Control Process training from the Director by desk side briefing.
EXECUTION

1. The new Ingalation Support Agreement between SEL and Red River Army Depot includes a
Force Protection provision.

2. The Director of SEL receives dl feedback, reviews and approves al checklists.



AMC NMATERI AL V\EAKNESSES

TAB B



USAMC
NUMBER

97-004

97-003
96- 006

96- 005

96- 004

93- 004

LI ST OF MATERI AL WEAKNESSES

TITLE PROPONENT

Uni que Item Tracking (U T) of Small Arns DCS LOG
In Arnmy Prepositioned Sites (APS)

Radi ati on Protecti on Program Conpli ance SAFETY

Change of Century DCS Cl
Threat of Uncl assified Autonated DCS Cl
| nformati on Systens (Al Ss)
AMC World Wde Wb (WMWY Use and DCS Ci
Vul nerabilities
Managenment Control Activity (MCA) for DCS LOG
Gover nnent Furni shed Materiel Stock
Record

TAB B-1



UNCORRECTED MATERI AL WWEAKNESSES

USAMC
NUVBER TITLE PROPONENT
97-004 Uni que Item Tracking (U T) of DCS LOG
Small Arnms in Armmy Prepositioned
Sites (APS)

97-003 Radi ati on Protection Program Conpliance SAFETY

96- 005 Threat of Uncl assified Aut omat ed DCS Cl
I nformation Systens (Al Ss)

96- 004 AMC World Wde Wb (WWY Use and DCS ClI
Vul nerabilities

TAB B-2



DATE: 30 Sep 00
UNCORRECTED MATERI AL VEAKNESS

LOCAL I D #: USAMC-97-
004

Title and Description of Material Wakness: Unique Item
Tracking (U T) of Small Arnms in Army Prepositioned Sites
( APS)

Each unit authorized and each depot storing small arnms nust
report these itens by serial nunmber to the DOD U T Centra
Regi stry at the AMC Logistics Support Activity (LOGSA),
Huntsville, AL. This involves daily transactions to the
LOGSA U T registry on any novenment, shipnment, or receipt of
weapons, and a yearly reconciliation of all activities to the
UTregistry. As part of an overall review of Arny

preposi tioned stocks, the AMC I G inspected small arns

i nventories at APS sites in Japan, Korea, and Livorno, Italy.
Usi ng National Stock Nunber (NSN) and storage activity
Routing ldentifier Code (RIC), they

conpared ACALA Commodity Command St andard System ( CCSS)
account abl e bal ances to the Standard Depot System ( SDS)
custodi al record bal ances, which matched. Based on 100%
physi cal inventory of small arms, the SDS records al so

mat ched the inventory counts by NSN and RIC. However, these
counts did not generally match U T database quantities by NSN
and RIC. In Dec 97, the AMC I G al so conpl eted inspections in
t hree of six Conbat Equi pnment G oup

Europe (CEGE) sites with simlar results.

Functi onal Category: OSD -- Supply Operations
Pace of Corrective Action:
Year ldentified: FY 1997
Original Targeted Correction Date: FY 1998
Targeted Correction Date in Last Year's Report: FY 2000

Current Target Date: FY 2001

Reason for Change in Date(s): M/l estone slippage due to
hi gher priority requirenents.



Conponent / Appropri ation/ Account Nunber: Army/ Operation and
Mai nt enance, Arny

Val i dati on Process: Managerial judgnent; independent review
and audit.
Page 2 DATE: 30 Sep 00

UNCORRECTED MATERI AL WEAKNESS
LOCAL | D #: USAMC-97-004

Results Indicators: Ability to track small arns seri al
nunmbers for APS sites in the U T database, based on daily
reporting/recording, and an annual reconciliation of all APS
sites with U T database.

Sources(s) ldentifying Weakness: AMC | G I nspection -
Accountability of Class VII, Arny Prepositioned Stocks.

Maj or Ml estones in Corrective Action:

A. Conmpleted M| estones:
Dat e: M | est one:
15 Dec 97 Cont acted AMC War Reserve office and LOGSA.
Identified reason(s) for discrepancy between
source system (SDS) and U T registry

Jan- Mar 98 Conpl eted reconciliation between APS sites and
UT Central registry

30 Sep 98 Clarified scope of itens involved to AMCI G
(small arms only); clarified causes of weakness
with AMCI G and devel oped i nprovenent plan to
correct deficiencies.

31 Cct 99 Conpl ete reconciliation of all AMC activities.

31 Oct 99 Clarify/identify proper DODAACs and RI Cs of
reporting activities.

Dec 98 -

31 Oct 99 LOGSA performed reconciliation of old ACALA
appended records with | ast known recorded
activity, and formally cl ose out all appended
records not clainmed in the reconciliation.

15 Nov 99 Ran sanpl e queries on APS sites. Conpared

with reconciliation results and new corrected



DODAAC s and RI Cs.

31 Dec 99 Queried LOGSA for reconciliation report
results.

Page 3 DATE: 30 Sep 00
UNCORRECTED MATERI AL WEAKNESS
LOCAL I D #: USAMC-97-004

B. Planned M I estones: (Fiscal Year 2001):

Dat e: M | est ones:
31 Oct 00 Verify docunentation on conpl etion of
corrective actions (Internal Review,
AMCI R-1) .

C. Planned M| estones (Beyond Fiscal Year 2001):
Dat e: M | est one:
None.

HQDA Functi onal Proponent Participating in Corrective
Actions: NA

Not e:



Poi nt of Contact:

Nane: M. Lincoln H Pitcher, Jr./Brian Tuck

Office Address: HQ AMC ATTN. AMCLG NS
5001 Ei senhower Avenue, Al exandria, VA
22333- 0001

Tel ephone: Commercial (703) 617-9057/8209 DSN:. 767



DATE: 30 Sep 00
UNCORRECTED MATERI AL V\EAKNESS
Local | D #: USAMC-97-003

Title and Description of Material Wakness: Radiation
Protection Program Conpliance

Conpliance with AMC Nucl ear Regul atory Conm ssion |licenses has
been jeopardi zed because of the | ack of a conprehensive Arny
Radi ation Protection Program (RPP). The AMC fiel ds radioactive
commodities to nost Army Maj or Commands, and depends on the
MACOM users to assist in enforcing unit |evel conpliance with
our NRC |icense provisions. |Inprovenents are needed in both
the AMC managenent control of the RPP as well as the managenent
control participation by the MACOVs and Headquarters,

Department of the Arny.

Functi onal Category: OSD — O her

Pace of Corrective Action:
Year ldentified: FY 1997
Original Targeted Correction Date: FY 1998
Targeted Correction Date in Last Year’s Report: FY 2000
Current Target Date: FY 2001

Reason for Change in Date(s): M| estone slippage.

Conponent / Appropri ation/ Account Nunber: Army/ Operation and
Mai nt enance, Arny

Val i dati on Process: Managerial judgnent (Nuclear Regul atory



Comm ssi on I nspection); independent review and audit.

Page 2 DATE: 30 Sep 00
UNCORRECTED MATERI AL WEAKNESS
Local 1D #: USAMC-97-003

Results Indicators: Establish an Arnmy-W de Radi ation
Protection Program including a HQDA Radi ati on Safety O ficer,
Army and AMC | evel Radiation Protection Committee, updated
radi ati on protection policy for both DA and AMC. Network

exi sting RPP AMC resources with HQDA and the MACOVs to operate
and maintain an RPP that is in conpliance with Federal, State
and Arnmy Regul ations. Secure funding to increase surveill ance
of RPP activities Arnmy w de.

Source(s) ldentifying Weakness: Managenent, Nucl ear Regul atory
Comm ssi on I nspection, TACOM Material Wakness, 97-1,

I nsuf ficient Resourcing of TACOM ACALA Radi ation Safety
Program

Maj or M| estones in corrective Action:

A. Conpleted M I estones:
Dat e: M | est one:
31 Jan 97 NRC conduct ed unannounced i nspection at TACOM
ACALA. Thirteen major deficiencies were
Uncovered that are due to AMC and Arnmy-w de
programmti c deficiencies.

11 Mar 97 Sent nmenorandum to DA asking for the
appoi nt nent of a DA-level Radiation Protection
O ficer. That position would facilitate the
i mpl enentati on of the AMC NRC |icense prograns
across the MACOMVSE.

26 Mar 97 NRC i ssues Confirmatory Order agai nst TACOM
ACALA
amendi ng TACOM ACALA s |icenses to mandate
correction of the deficiencies. Contractor
retai ned by TACOM ACALA to audit entire TACOM
ACALA radi ation program as part of the fix.

30 Apr 97 I ncorporate MSC recomendati ons and contractor

(Del et ed) eval uation into final material weakness
report.

17 Apr 97 First (in a series) of managenent neetings

held at NRC HQ to discuss redesign of AMC NRC



Page 3

i cense programs. Discussion centered around

| i cense consolidation. Although idea was tabled
by AMC- RADPAC, consolidation | ooks good to NRC
because centralization will increase “top down”
managenent attenti on.

DATE: 30 Sep 00
UNCORRECTED MATERI AL WEAKNESS

Local I D #: USAMC-97-003

Maj or M| estones in Corrective Action: (Continued)

A. Conpleted M estones:

Dat e:
30 Apr 97

9 May 97

13 May 97

30 Jun 97
(Del et ed)

13 May -
1 Sep 97

16 Jul 97

8 Aug 97

19-21 Aug 97

M | est one:
Contractor finishes TACOM ACALA program
audit. Results briefed to Arnmy and NRC.
Audit involves, and results contain,
recommendati on, for Arny-w de (not just
ACALA) fi xes.

Second Managenent Meeting at NRC HQ

Meeting at HQ AMC between NRC and AMC,
Arnmy Representatives on Arny Radi ation
Protection Program |Issues. Thrust was
overal |l program managenment conm tnment by
Arimy to NRC license program Prelimnary
i deas to fix system c deficiencies

di scussed.

Submt report to AMC Conmand Group for
approval .

Devel opnment of |ong termrecomrendations to
fix systemi c Arny Radi ation Protection Program
deficiencies. Players include Arny (DA

l evel ), AMC, MSC, and ot her MACOMs.

Subm tted contractor’s audit report
( TACOMt ACALA) to the NRC

Meeting at the NRC between NRC and AMC, Arny
Representati ves on TACOM ACALA i nspecti on.

Meeting held at TECOMwith AMC, | OC, AMCOM
CECOM TMDE, TACOM ACALA to identify and

Di scuss |l ong term recomendations for
commodity |icense managenent. Reviewed draft
of TACOM ACALA NRC action pl an.



12 Sep 97 Subm ssion of finalized long term
recommendati ons to NRC for approval.



Page 4

A

DATE: 30 Sep 00

UNCORRECTED MATERI AL WEAKNESS

Local I D #: USAMC-97-003

Conpl eted M| estones (Conti nued):

2 Cct 97

29

Oct

97

12-14 Nov

18

18

18

27

15

23

30

Nov

Jan

97

97

97

98

98

98

98

Dat e:

97

M | est one:
Brief to AMC Commandi ng General on NRC
| i censi ng produced decision to ask HQDA to
assume proponency of Arnmy Commpdity Licenses.

Menor andum si gned by AMCCG to Vice Chief of
Staff requesting a HQDA | evel Army Commodity
Li cense. Reply declining request received
27 Jan 98.

HQ AMC conducted training for Forces Comrmand
| nspector General’s Office in NRC |license
Managenent .

Charter neeting of HQDA | evel Radi ation
Protection Comm ttee.

AMC invited MEDCOM and TRADOC to form a team
to exam ne radiation protection training

i ssues (via AMC Chief of Staff menorandum .
(Updat e— The MEDCOM and TRADOC have accepted
the invitation.)

Unannounced NRC i nspection to check on status
of action plan conpliance. Results: Action
Pl an on track.

Received reply from VCSA to menorandum of
29 COct 97 declining request for a DA-1level
commodity license.

Subm tted menorandum concerni ng MACOM
conpliance with AMC |icenses for signature by
Vice Chief of Staff.

Charter neeting of AMC | evel Radi ation
Protection Commttee.

Sent nmenoranda to MACOMs concerning inventory
reporting requirenents



Page 5 DATE: 30 Sep 00
UNCORRECTED MATERI AL WEAKNESS
Local I D #: USAMC-97-003

A. Conpleted M| estones (Continued):
Dat e: M | est one:

5 May 98 VCSA signed nenorandumto all MACOVs
supporting the AMC NRC commpodity |icense
program and supporting the forwarding of
nonetary penalties to Arny el ements that are
found in violation of AMC |icenses
requi rements.

1 Mar 98 - HQ AMC col |l ected findings fromcommodity
30 Jun 98 | i censees for transm ssion to HQDA, as
prescribed in the AMC Action Pl an.

30 Jun 98 Finalized MOAs were sent to sel ected Major
Commands for final approval, as prescribed in
The NRC action plan.

30 Jun 98 Recei ved draft (discussion) report fromthe
( Added) Army Audit Agency (AAA) on the Arny Commmodity
Li cense Program (Audit |aunched in Nov 97 as a
result of another radiation-related audit).
Audit Reconmmends single AMC radi oactive
Commodity |icense.

8 Jul 98 Meeting of AMC Radi ation protection Conmttee
( Added) to launch AAA response process.
31 Aug 98 Coordi nated MOAs received from MACOVsE by HQ
AMC. Final signhature process begins.
31 Cct 98 AMC finalized response to AAA on comodity
l'icense issues. The conmmand reconmended t hat
we keep the current |icensing arrangenent and

institute program managenment initiatives,
I ncludi ng MOAs. The AAA accepted the
reconmendat i on

31 Oct 98 NRC approved TACOW ACALA get well actions and
lifted the confirmatory order off of the NRC
i cense.

31 Dec 98 NRC approve finalized |ong termrecomendations to

fix Arnmy Radi ation Protection Prograns
(RPP)deficiencies. This mlestone was extended
because the NRC has not yet approved the plan.



31 Jan 99 | mpl enent conbi ned i nspection program for
radi oactive commodities.

Page 6 DATE: 30 Sep 00
UNCORRECTED MATERI AL WEAKNESS
Local 1D #: USAMC-97-003

A. Conpleted M| estones (Continued):

Dat e: M | est one:
31 Mar 99 Execut e MOAs.
31 Mar 99 Long Term sol utions inpl enent ed.
24-26 May 99 Had a meeting with AMC and Army MACOMs.

Devel oped final action plan to overhau
the Arny radiation training program

31 Aug 99 Witten in-process review to assure that the
training plan and actions are still on track.
17-21 Apr 00 Met at Fort Leonard Wbod, Mo at the U S. Arny

Chem cal School with HQDA and MACOM
representatives in attendance. The neeting
Resulted in the | ong awaited consensus on and
Initiation of work on the new Arny Radi ation
Saf ety Trai ni ng Courses.

B. Planned M|l estones (Fiscal Year 2001):
Dat e: M | est one:
1 Cct 00 Conpl ete |l ast two nenoranda of agreenment
wi th TRADOC and MEDCOM

31 Jan 01 Verify documentation on conpletion of
corrective actions (Internal Review, AMCIR-1).

C. Planned M| estones (Beyond Fiscal Year 2001):
Dat e: M | est one:
None.

HQDA Functi onal Proponent Participating in Corrective

Actions: HQ DA Safety, COL Robert Cherry, DACS-SF, (703) 695-
1973.

Not e:



Poi nt of Contact:
Nanme: M. John Manfre
Office Address: HQ AMC, ATTN. AMCSF-P
5001 Ei senhower Avenue, Al exandria, VA 22333-0001
Tel ephone: Commercial (703) 617-9340 DSN: 767-9340
Date: 30 Sep 00
UNCORRECTED MATERI AL V\EAKNESS
Local | D #: USAMC-96-005

Title and Description of Material Wakness: Threat of
Uncl assified Automated I nformation Systens (Al Ss)

Qur uncl assified Al Ss process and transmt uncl assified
sensitive information over the Internet and Noncl assified (but
sensitive) Internet Protocol Router Network (N PRNET). Basic
Peri neter Defense Intrusion Detection Systens (IDS) in place at
NI PRNET connections. Hacker activity continues. The attacks
are nore sophisticated and the hackers are targeting specific
systens for certain subjects.
Functi onal Category: OSD -- Information Technol ogy
Pace of Corrective Action:

Year ldentified: FY 1996

Original Targeted Correction Date: FY 1998

Targeted Correction in Last Year's Report: FY 2003

Current Target Date: FY 2003

Reason for Change in Date(s): NA



Conponent / Appropri ation/ Account Nunber: Arny/ O&M Arny (MS4X -
Conmpl i ance by inspection, training, and software security
tools), and OPA (MX5T - Security hardware and conmuni cations
security devices).

Val i dati on Process: Manageri al judgenent; independent review and
audi t .
Page 2 Date: 30 Sep 00
UNCORRECTED MATERI AL WEAKNESS

Local I D #: USAMC-96- 005
Results Indicators: Decrease in successful hacker intrusions as
detected by IDS. Increase in detection of unauthorized access
by training systens adm nistrators and i ncreased sophistication
of detection systens.
Source(s) ldentifying Weakness: Managenent

Maj or M| estones in Corrective Action:

A. Conpl eted M| estones:

Dat e: M | est one:
27 Mar 96 Provi ded FY98 - 03 MS4X and MX5T fundi ng
i nput to HQDA (DI SC4)
4 Jun 97 Provi ded FY99 - 04 MS4X and MX5T funding
i nput to HQDA (DI SC4) .
14 Aug 97 Recei ved FY 99-03 MsS4X fundi ng all ocati ons
for AMC from DI SC4.
31 Jan 98 Assessed HQ AMC s uncl assified systens and
net wor ks.
1 Feb 98 Provi ded Ms54X funding spread to DCS for

Resour ce Managenent for each MSC.

24 Feb 98 The Land Information Warfare Activity's
(LIwA), Arny Conputer Energency Response
Team ( ACERT), perforned a Conputer Defense
Assi stance (CDA) Branch vul nerability
assessnment of the Arny Materiel Conmand
(AMC) uncl assified Local Area Network.
Results were sent to the HQ AMC DO M

1 Jun 98 | dentified technol ogy and resource shortfalls
to HQDA.



1 Jul 98 Established ISS training policy for conmand-w de
i npl ement ati on.

1 Jul 98 Devel oped plan to secure systenms in coordination
with DCSINT and DO M

1 Jul 98 Assessed AMC MSCs' uncl assified systens and
net wor ks.
27 Aug 98 Contract Award for assistance in AMC s

managenent of our I nformati on Assurance Program
Page 3 Date: 30 Sep 00
UNCORRECTED MATERI AL WEAKNESS
Local 1D #: USAMC- 96- 005

A. Conpl eted M| estones:

Dat e: M | est one:
28 Aug 98 Installed Intrusion Detection Systens
( ADDED) as required by Phase |I of the Arny Network

Security | nprovenment Program

1 Sep 98 Est abl i shed priorities for counterneasures
I npl enent ati on.

28 Sep 98 Initiated | SEC Engi neering Studies (AMVMCOM .
( ADDED)
15 Nov 98 Di stri buted M54X funds to MSCs.
( ADDED)
30 Nov 98 Initiated | SEC Engi neering Study (ARL).
( ADDED)
31 Dec 98 Submitted POM (FY 00-05).
( ADDED)
9 Jan 99 | SEC Engi neering Security Assessnents.
( ADDED)

9-17 Jan 99 HQ AMC/ USASAC (Partial Study).
( ADDED)

11-22 Jan 99 Tobyhanna (Partial Study).
( ADDED)

1-12 Feb 99 STRICOM (Partial Study).
( ADDED)



9 Mar 99 -

1 Apr 99 TACOM (Ful | Study).
( ADDED)
22 Mar 99 -
9 Apr 99 RI A (Full Study).
( ADDED)
7 Jun 99 - APGE Edgewood (Overlaps with next quarter -
2 Jul 99 Ful | Study.
( ADDED)
1 Aug 99 Award Task Order for AMC Strategic Plan.

( ADDED)



Page 4 Date: 30 Sep 00
UNCORRECTED MATERI AL WEAKNESS

Local | D #: USAMC-96-005

A. Conpl eted M| estones:

Dat e: M | est one:
26 Jul 99 - Tobyhanna (Foll ow-on - Full Study).
13 Aug 99
( ADDED)
30 Sep 99 Continue Information Assurance Contract.
( ADDED)
9 May 00 Conpl eted AMC | A Strategic Plan/lncident Review
( ADDED) and Anal ysis Concept of Operations.
1 Oct 99 -
30 Sep 00 Foll ow-on I A contract with ESET.
30 Sep 99 Revi sed AMC | A Strategi c Plan Conpl et ed.
B. Planned M|l estones (Fiscal Year 2001):
Dat e: M | est one:
1 Cct 00 Continue | SEC Security Engi neering Assessnents.
( ADDED)
*30 Nov 00 Publ i sh AMC I nformation Assurance Pl an.
( ADDED)

**31 Dec 00 Publ i sh AMC Suppl enent to AR 380-13.
( ADDED)

C. Planned M| estones (Beyond Fiscal Year 2001):

Dat e: M | est one:
1 Oct 00 -
30 Sep 03 Fol l ow-on I nformati on Assurance Contract.
( ADDED)
31 Dec 03 Verify documentation on conpletion of corrective

actions (Internal Review, AMCIR-1).

HODA Functi onal Proponent Participating in Corrective
Actions: SAI'S, Ralph A Lowenthal, SAIS-C2P/1A (703) 607-5886,




e-mai | address: lowenra@hada.army.mil.

Page 5 Date: 30 Sep 00
UNCORRECTED MATERI AL WEAKNESS

Local 1D #: USAMC-96- 005

Note: Full inplenentation of AIS within AMC is projected to
take five years. This tinme is needed to obtain resources and
train all ISS professionals. Hardware/software solutions, wll
t ake several years to purchase and include: |DSs, NI Ds,
firewalls, and associated Fortezza technol ogy (for encryption).

* This m|estone date slipped because the AMC I nformation
Assurance Strategic Plan was rejected by the governnment and is
in the process if being revised. Once this is conpleted, the
AMC | AP wi || be updated and publi shed.

** This m | estone date slipped since 30 Jun 00 update because
as of 8 Aug 00 the docunent was still at HQDA (Legal Review)
for their approval.



Poi nt of Contact:
Name: Ms. Lucille Newman
Office Address: HQAMC, ATTN. AMCI O F
5001 Ei senhower Ave., Alexandria, VA 22333-0001

Tel ephone: Commercial: (703) 617-3310 DSN:. 767



Date: 30 Sep 00

UNCORRECTED MATERI AL WEAKNESS

Local 1D #: USAMC-96-004
Title and Description of Material Wakness: AMC World W de Wb
(WM Use and Vul nerabilities
Use of the WAW has innate insecurities, just as crossing a super

hi ghway has i nherent dangers. These risks can not be elim nated.
Actions can be taken to |l essen the risks while gaining advant ages.

Functi onal Category: OSD -- Information Technol ogy
Pace of Corrective Action:
Year ldentified: FY 1996
Original Targeted Correction Date: FY 1999
Targeted Correction in Last Year's Report: FY 2000
Current Target Date: FY 2001
Reason for Change in Date(s): Internal Review could not

schedul e verification of corrected mlestones until 15 Cct
2000.

Conponent / Appropri ation/ Account Nunber: Armnmy/ Operation and
Mai nt enance Arny (MS4X PE 432140)



Val i dati on Process: Manageri al judgenent; independent review and
audi t.
Page 2 Date: 30 Sep 00

UNCORRECTED MATERI AL W\EAKNESS

Local I D #: USAMC-96- 004

Results Indicators: Managers will be aware of the risks in using
the WAV and the steps taken to minimze those risks. Users wll
be aware of the risks and the required actions to seek help.
Service providers will be aware of the prograns avail abl e and
required actions to mnimze risks.
Source(s) identifying weakness: Managenent

Maj or M| estones in Corrective Action:

A. Conpl eted M| estones:

Dat e: M | est one:
4th Qr 97 Contract Awar ded.
23 Dec 97 Task 4 Wrk Order accepted.
30 Sep 98 AMCI O recei ved contractor (task) docunent
for review and comrent.
23 Dec 98 Obt ai ned study results.
31 Jan 99 Di ssem nated results.
28 Feb 99 | mpl enent ed changes. Trained users, managers and

system adm ni strators.

13 May 99 Draft policy on Web delivered and staffed as
part of the Information Assurance Plan (IAP).

27 Aug 99 Final | AP delivered and staffed.

31 Mar 00 Publ i shed and distributed I AP, including WAV pl an
policy.

30 Jun 00 Users, managers, and systens adm nistrators

I mpl emented | AP and WAW pol i cy.



B. Planned M| estones (Fiscal Year FY 2001):
Dat e: M | est one:
15 Oct 00 Verify docunentation on conpl etion of
corrective actions by Internal Review, AM R-I

Page 3 Date: 30 Sep 00
UNCORRECTED MATERI AL WEAKNESS
Local 1D #: USAMC-96- 004
Maj or M| estones in Corrective Action:

C. Planned M| estones (Beyond Fiscal Year FY 2001):
None.

HQDA Functi onal Proponent Participating in Corrective
Actions: N A

Not e:



Poi nt of Contact:
Nane: M. Howard Russel
Office Address: HQAMC, ATTN. AMCI O F
5001 Ei senhower Ave., Alexandria, VA 22333-0001

Tel ephone: Commercial: (703) 617-9741 DSN. 767



CORRECTED NMATERI AL WEAKNESSES

96- 006 Change of Century DCS Ci

93- 004 Managenment Control Activity (MCA) for DCS LOG
Gover nnment Furni shed Materiel Stock
Recor d



TAB B-3

Date: 30 Sep 00
CORRECTED MATERI AL WEAKNESS
Local 1D #: USAMC-96- 006
Title and Description of Material Wakness: Change of Century
Both i nternal operating systenms of conputers and applications

prograns have inherent problens surroundi ng the year 2000,
as well as Leap Years and change of decade, for sone systens.

Functi onal Category: OSD -- Information Technol ogy

Pace of Corrective Action:
Year ldentified: FY 1996
Original Targeted Correction Date: FY 1999
Targeted Correction Date in Last Year's Report: FY 2000
Current Target Date: FY 2000

Reason for Change in Date(s): NA



Conponent / Appropri ation/ Account Nunber: Arnmy/ G&M Arny (MS42)

Val i dati on Process: Managerial judgnent; independent review
and audit.

Page 2 DATE: 30 Sep 00
CORRECTED MATERI AL V\EAKNESS
Local I D #: USAMC-96-006

Results indicators: AMC properly process its applications
Software in all future years, including Leap Years, wthout
Year date problens.

Source(s) ldentifying Weakness: Managenent
Maj or Ml estones in Corrective Action:

A. Conpleted M| estones:
Dat e: M | est one:
18 Cct 96 AMC hired a contractor. This contractor works
with the HQDA POC.

31 Dec 96 Made personnel responsible for the system aware
of the Year 2000 problem and its significance.

14 Jan 97 Conpl eted Status IPR to AMC Deputy Commandi ng
General .

28 Mar 97 Bri efed AMC Y2K Approach and status to DI SC4 at
MACOM Conf er ence.

31 Mar 97 I nventoried all systens within the organization.

31 Mar 97 I nvestigated (assessed) all information technol ogy
conponents of the systemfor the possibility of
having a Year 2000 probl em

1 Apr 97 Initiated Fi x Phase of Year 2000 resolution process.
1 Apr 97 Further refined funding short falls.

15 Apr 97 Subm tted Year 2000 inventory and assessnent data to
DA. 15 Apr 97 subm ssion increased nunber of
systens reported to DA from approximately 100 to
over several thousand systenms and infrastructure
conponents. Inventory and assessnent refined and are
reported to DA on a continuing basis.

1 May 97 2nd | PR status update to AMC DCG.



14 Jul 97 Quarterly Y2K Systens reported to DA

17 Jul 97 3rd I PR status update to AMC DCG



Page 3 Date: 30 Sep 00
CORRECTED MATERI AL WEAKNESS
Local I D #: USAMC- 96-006
A. Completed M| estones:
Dat e: M | est one:
26-27 Aug 97 Briefed DA MACOM Year 2000 Conference.
23 Cct 97 Fourth | PR status update to AMC DCG

28 Nov 97 Y2K responsibilities docunented command wi de in
civilian and mlitary performnce standards.

7 Jan 98 Quarterly update to DA Y2K Dat abase.
22 Jan 98 Fifth PR status update to AMC DCG
7 Jan 98 Quarterly update to DA Y2K Dat abase.
22 Jan 98 Sixth I PR status update to AMC DCG
14 Apr 98 Quarterly update provided to DA Y2K Dat abase.
23 Apr 98 Seventh | PR status update to AMC DCG
30 Jun 98 Sponsored conmand wi de Y2K Conf erence.
30 Jul 98 Initiated Command Val i dati on Program
30 Jul 98 Quarterly update provided to DA Y2K Dat abase.
30 Jul 98 Ei ghth | PR status update to AMC DCG
30 Sep 98 Ei ghty-five (85) percent of Y2K problens fixed.
15 Cct 98 Updat e Y2K dat abase to HQDA.
22 COct 98 Ninth | PR status update to AMC DCG.

31 Dec 98 Test and verify the corrections of the
renovat ed system

31 Dec 98 Field the renovated or replacenent system

31 Dec 98 Ni nety-four (94) percent of AMC Y2K-i npacted
systems renovated and i npl ement ed.



Page 4 Date: 30 Sep 00
CORRECTED MATERI AL V\EAKNESS
Local I D #: USAMC-96-006
Maj or M| estones in Corrective Action:
A. Conpleted M| estones (Continued):
Dat e: M | est one:

21 Jan 99 Tenth | PR status update to AMC DCG

1 Mar 99 Participate in DA and DOD End-to-End tests of
I npact ed systens.

11 Mar 99 El eventh I PR status update to AMC DCG

31 Mar 99 AMC met DOD deadline for m ssion critical and
essential systens (529 or 530 business and weapon
syst ens.

6 May 99 Twel fth I PR status update to AMC DCG.

11 May 99 Techni cal Advisory Group (TAG established.

17 Jun 99 Thirteenth | PR status update cancell ed.

30 Jun 99 Ni nety-nine (99) percent of AMC Y2K-inpacted systens
renovat ed and i npl enent ed.

22 Jul 99 Fourteenth I PR status update to AMC DCG
19 Aug 99 Fifteenth | PR status update to AMC DCG.

1 Cct 99 Fi scal Year cutover. Possible Y2K inpact.
7 Oct 99 Si xteenth | PR status update to AMC DCG
18 Nov 99 Seventeenth | PR status update to AMC DCG.
16 Dec 99 Ei ghteenth I PR status update to AMC DCG

11 Apr 00 AMCI R-1 verified docunentation on conpl etion of
corrective actions.



Page 5 Date: 30 Sep 00
CORRECTED MATERI AL V\EAKNESS
Local I D #: USAMC-96-006
Maj or M| estones in Corrective Action:

B. Planned M| estones (Fiscal Year 2001):
Dat e: M | est one:
None.

C. Planned M| estones (Beyond Fiscal Year 2001):
Dat e: M | est ones:
None.

HQDA Functi onal Proponent Participating in Corrective
Actions: SAIS, M. Bill Dates, (703) 275-9483, e-mil address:
dat esws@aqda. armnmy. m | .

Not e: Reconmmend cl osure.

Poi nt of Contact:
Nanme: M. Danny Shearer



O fice Address: HQ AMC, ATTN. AMCIO T
5001 Ei senhower Ave., Alexandria, VA 22333-0001
Tel ephone: Commercial: (703) 617-8674 DSN: 767-3310
Date: 30 Sep 00

CORRECTED MATERI AL WEAKNESS
Local 1D #: USAMC-93-004

Title and Description of Material Wakness: Managenent
Control Activity (MCA) for Government Furnished Materie
St ock Record

To control contractor access to governnment furnished materi el
(GFM, Managenent Control Activities (MCAs) were established
at each of the whol esale Inventory Control Points (ICPs) to
develop a file for each contract; assign an individual DOD
Activity Address Code (DODAAC) to each contract to assure MCA
processi ng; validate contractor requisition itens and
quantities against the file established for that contract;
and maintain inventory accounting records to reflect materi el
i ssues, to provide materiel release data to finance, to
record contractor receipts, and to track contractor
consunption data. During an FY 91 and FY 92 USAAA audit of
an MCA (Report No. AMSM - MMC- MMt DD- FY- 93- 02) operating | evel
weaknesses were identified. Contractor requisitions were not
bei ng properly validated. Files were not being properly

mai nt ai ned. DODAACs were inproperly assigned to contractors,
whi ch coul d cause the requisitions to circunvent MCA
validation. Sem annual status reports to contract

adm ni stration, showing |ines and quantities shipped, and
requi sitions rejected, were not being produced.

Functional Category: OSD -- Supply Operations
Pace of Corrective Action:
Year ldentified: FY 1993
Original Targeted Correction Date: FY 1994
Targeted Correction Date in Last Year's Report: FY 2000
Current Target Date: FY 2000

Reason for Change in Date(s): NA.

Conmponent / Appropri ati on/ Account Nunber: Arny/ Def ense
Busi ness Operations Fund; Operation and Mi ntenance, Arny;
Resear ch, Devel opnment, Test and Eval uati on.



Val i dation Process: Managerial judgnment (conpletion of
Managenment Control Revi ew Checklists by each | CP);
i ndependent review and audit.



Page 2

Date: 30 Sep 00
CORRECTED MATERI AL WEAKNESS

Local | D #: USAMC-93-004

Results Indicators: Correction of this weakness will ensure
proper
furnished materiel; wll greatly reduce the chances of issue
of unauthorized materiel to contractors; and will inprove
accountability of governnent materiel in the hands of

contractors.

Sour ce(s)

Managenent

Maj or

A

val i dati on of contractor requisitions for governnent

| denti fyi ng Weakness: US Arny Audit Agency and
Control Review.

m |l estones in Corrective Action:

Conpl eted M | estones:

Dat e:

30 Sep 93

30

25

25

25

12

Nov

May

Aug

93

93

94

94

94

94

94

M | est one:
AMC Managenent Engineering Activity reviewthe
overal | MCA process.

Revi ewed draft USAAA Audit Report (CR 94- XXX),
Contractors' Access to the DOD Supply System
whi ch reported sanme deficiencies as this

mat eri al weakness.

Systens Integration and Managenent Activity
(SIMA) programed for all project nmanager
requisitions for GFMto process through the MCA

Revi ewed final USAAA audit report (CR 94-203),
and devel oped plan for correction, shown in
pl anned m | estones for FY 1994 and beyond.

HQDA and SI MA purged invalid contractor DODAACs
not identified to a specific contract.

Est abl i shed interi m AMC MCA dat abase advi sory
group to oversee mmi ntenance and accuracy of MCA
dat abase.

Sent menorandumto | CPs enphasi zing the
i nportance of validating GFM requisitions for
pre-FY 1991 contracts.

Devel oped draft AMC dat abase advi sory group
charter. Sent tasker to LOGSA to finalize the
charter, and to chair the group.



Page 3

Maj or

Date: 30 Sep 00
CORRECTED MATERI AL WEAKNESS

Local 1D #: USAMC-93-004

M| estones in Corrective Action:

A. Conpleted M| estones:

Dat e:
5 May 95

25-26 Jul

16-18 COct

28- 30 Nov

1 Dec 95

30 Jan 96
(Del et ed)

16 Cct 97

15 Mar 99

15 Apr

99

16 Feb 00

B. Planned M| estones (Fiscal

Dat e:
None.

95

95

95

M | est one:
Tasked ATCOM Busi ness Process Manager for Asset
Managenment to conplete open audit taskers.
MCA dat abase group neeting, ATCOM St. Louis
Meeti ng of permanent MCA dat abase group to work
audit findings. Finalized group representation.

MCA dat abase group neeting, ATCOM St. Louis:
Devel oped AMC training plan for MCA processes.
Finalized MCA charter. Devel oped internal
control checklist for publication by LOGSA.

Fi nalized CCSS edits for
open pre-FY91 contracts.

GFM requi sitions for

Ensure each ICP is training MCA enployees in
accordance with program of instruction and that
Managenment Control Checklists are being
conpl et ed.

Dat a El enent
Manual |,

Di cti onary published in MCA Users
Appendi x C.

LSSC put Data El enent Dictionary (DED) on
the Worl d-wi de Web (WM. DED can be accessed
by typi ng ww. | ssc. com ADSAM Appendi x A.

Formal publication of Managenent Contr ol
Checklist in AR 725-50. LOGSA provided this to
DA DCSLOG.

AMCI R-1 verified docunentation on conpl eti on of

correcti ve acti ons.

Year 2001):
M | est one:



Page 4 Date: 30 Sep 00
CORRECTED MATERI AL WEAKNESS
Local I D #: USAMC-93-004
Maj or M| estones in Corrective Action:
C. Planned M| estones (Beyond Fiscal Year 2001):

Dat e: M | est one:
None.

HQDA Functi onal Proponent Participating in Corrective
Actions: NA

Not e: Recommend cl osure.

Poi nt of Contact:
Nanme: M. John Grton
Office Address: HQ AMC, ATTN. AMCLG LS



5001 Ei senhower Avenue, Al exandria VA 22333-
0001
Tel ephone: Commercial (703) 617-8217 DSN. 767-8217



